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Document conventions

The document conventions describe text formatting conventions, command syntax conventions, and important notice formats used in
Brocade technical documentation.

Text formatting conventions

Text formatting conventions such as boldface, italic, or Courier font may be used in the flow of the text to highlight specific words or
phrases.

Format Description
bold text Identifies command names
|dentifies keywords and operands
|dentifies the names of user-manipulated GUI elements
Identifies text to enter at the GUI
italic text |dentifies emphasis
|dentifies variables
Identifies document titles
Courier font Identifies CLI output

ldentifies command syntax examples

Command syntax conventions

Bold and italic text identify commmand syntax components. Delimiters and operators define groupings of parameters and their logical
relationships.

Convention Description

bold text Identifies commmand names, keywords, and command options.

italic text Identifies a variable.

value In Fibre Channel products, a fixed value provided as input to a command option is

printed in plain text, for example, --show WWN.

[ Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.
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Brocade resources

{x]ylz} A choice of required parameters is enclosed in curly brackets separated by
vertical bars. You must select one of the options.
In Fibre Channel products, square brackets may be used instead for this purpose.

x|y A vertical bar separates mutually exclusive elements.

<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.
Repeat the previous element, for example, member[member..].

\ Indicates a “soft” line break in command examples. If a backslash separates two
lines of a command input, enter the entire command at the prompt without the
backslash.

Notes, cautions, and warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential
hazards.

NOTE
A Note provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

CAUTION
A A Caution statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A Danger statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety
labels are also attached directly to products to warn of these conditions or situations.

Brocade resources

Visit the Brocade website to locate related documentation for your product and additional Brocade resources.

You can download additional publications supporting your product at www.brocade.com. Select the Brocade Products tab to locate your
product, then click the Brocade product name or image to open the individual product page. The user manuals are available in the
resources module at the bottom of the page under the Documentation category.

To get up-to-the-minute information on Brocade products and resources, go to MyBrocade. You can register at no cost to obtain a user
ID and password.

Release notes are available on MyBrocade under Product Downloads.

White papers, online demonstrations, and data sheets are available through the Brocade website.

Contacting Brocade Technical Support

As a Brocade customer, you can contact Brocade Technical Support 24x7 online, by telephone, or by e-mail. Brocade OEM customers
contact their OEM/Solutions provider.
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Document feedback

Brocade customers

For product support information and the latest information on contacting the Technical Assistance Center, go to
http://www.brocade.com/services-support/index.html.

If you have purchased Brocade product support directly from Brocade, use one of the following methods to contact the Brocade
Technical Assistance Center 24x7.

Online Telephone E-mail

Preferred method of contact for nonurgent Required for Sev 1-Critical and Sev support@brocade.com

issues: 2-High issues: Please include:
® My Cases through MyBrocade ®  Continental US: 1-800-752-8061 ®  Problem summary
®  Software downloads and licensing tools | ®  Europe, Middle East, Africa, and Asia Pacific: ®  Serial number
® Knowledge Base +800-AT FIBREE (+800 28 34 27 33) ® |nstallation details
®  For areas unable to access toll free number: ®  Environment description

+1-408-333-6061
Toll-free numbers are available in many countries.

Brocade OEM customers

If you have purchased Brocade product support from a Brocade OEM/Solution Provider, contact your OEM/Solution Provider for all of
your product support needs.

OEM/Solution Providers are trained and certified by Brocade to support Brocade® products.

® Brocade provides backline support for issues that cannot be resolved by the OEM/Solution Provider.

® Brocade Supplemental Support augments your existing OEM support contract, providing direct access to Brocade expertise.

For more information, contact Brocade or your OEM.

For questions regarding service levels and response times, contact your OEM/Solution Provider.

Document feedback

To send feedback and report errors in the documentation you can use the feedback form posted with the document or you can e-mail the
documentation team.

Quality is our first concern at Brocade and we have made every effort to ensure the accuracy and completeness of this document.

However, if you find an error or an omission, or you think that a topic needs further development, we want to hear from you. You can
provide feedback in two ways:

® Through the online feedback form in the HTML documents posted on www.brocade.com.

® By sending your feedback to documentation@brocade.com.

Provide the publication title, part number, and as much detail as possible, including the topic heading and page number if applicable, as
well as your suggestions for improvement.
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http://www.brocade.com/services-support/international_telephone_numbers/index.page
http://www.brocade.com/services-support/index.html
www.brocade.com
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About This Document

In this chapter
® Supported hardware and software. . ... . ... . 25
®  What'snewinthisdocument ... .. .. e 25

Supported hardware and software

This document provides information for the following devices that support the Unified IP MIB:

Brocade Fastlron devices running software release 07.3.00 and later:

Brocade Fastlron Edge Switch X Series (IPv6)

Brocade Fastlron SX 800 and Fastlron SX 1600
Brocade Fastlron WS

Brocade FCX Series (Brocade FCX) Stackable Switch
Brocade ICX 6610 (Brocade ICX 6610) Stackable Switch
Brocade ICX 6430 Series (ICX 6430)

NOTE
The Brocade ICX 6430-C switch supports the same feature set as the Brocade ICX 6430 switch unless otherwise noted.

Brocade ICX 6450 Series (ICX 6450)

"I\'lf(w?e-rgrocade ICX 6450-C12-PD switch supports the same feature set as the Brocade ICX 6450 switch unless otherwise
noted.

Brocade ICX 6650 Series (ICX 6650)

Brocade ICX 7250

Brocade ICX 7750 Series (ICX 7750)

Brocade ICX 7450 Series

Brocade Netlron devices running software release 05.2.00 and later:

Brocade MLXe series
Brocade MLXe

Brocade Netlron XMR
Brocade Netlron CES
Brocade Netlron CER

What’s new in this document

The following table describes information added to this guide for Fastlron software releases 08.0.30;.
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What's new in this document

TABLE 1 Summary of enhancements in Fastlron release 08.0.30j

Feature

Description

Location

SNMP support option to remove
temperature threshold for shutdown

Added objects and traps to remove temperature threshold
for shutfown.

Refer to “Power supply table”.
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Overview of the Unified IP MIB
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® SN SUPPROI 28

Introduction

The Management Information Base (MIB) is a database of objects that can be used by a Network Management System (NMS) to manage
and monitor devices on the network. The MIB can be retrieved by a network management system that uses Simple Network
Management Protocol (SNMP). The MIB structure determines the scope of management access allowed by a device. By using SNMP, a
manager application can issue read or write operations within the scope of the MIB.

The Unified IP MIB consolidates proprietary MIBs used by all Brocade IP devices into one proprietary MIB file. With this consolidation, all
MIBs from IP devices are fully synchronized from one device to another. It also ensures that each MIB object across various IP products
have consistent definition. The SNMP Manager can compile MIBs safely from various platforms and not expect to get warnings due to
conflicting OIDs, data types, or enumeration. The supported standard MIBs are not affected.

The Unified IP MIB is not backward-compatible; for this reason, if you have Brocade devices that do not support the Unified IP MIB, you
may need to rewrite your SNMP scripts if the scripts contain objects that were changed in the Unified IP MIB.

Obtaining and installing the Unified IP MIBs

You can obtain the Unified IP MIBs by downloading the file from the Brocade Technical Support website.

After obtaining the MIB, follow the instructions for your network management system (NMS) to be able to use the MIB with your system.

Downloading the MIB from the Technical Support website

To download the MIB from the Brocade Technical Support website, you must have a user name and password to access the Brocade
support site and perform the following steps.

1. Go to http://www.brocade.com in your Web browser.

Log in with your user name and password.

Click the Downloads tab, and then click the Knowledge Portal link.
Log in to the Knowledge Portal, and then click the Software tab.

Click the product name. Each product release has a link for its corresponding MIB.

o 0~ W DN

Navigate to the link for the MIB and either open the file or save it to disk.
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Standard objects

Downloading the MIB from the Brocade FTP site

You can also download the MIB from the Knowledge Portal. Contact Brocade Technical Support for details. For the latest edition of this
document, which contains the most up-to-date information, refer to the Product Manuals tab at http://www.brocade.com.

Importing Unified IP MIB into a UNIX environment

You can import the Unified IP MIB into third-party network management applications, such as HP OpenView. By default, the Unified IP
MIB files are in DOS ASCII format that uses the following characters:

® CR/LF - Indicates the end of a line
® "7 - Indicates the end of a file

However, in a UNIX environment, the characters LF are used to indicate the end of a line. No character indicates the end of a file. Thus, if
you need to import the Unified IP MIB into a UNIX environment, you must use a tool that converts the DOS ASCIl into UNIX ASCII, such
as the dos2unix tool.

Reloading MIBs into a third-party NMS

Third-party network management systems, such as HP OpenView may have problems reloading MIB files. Ensure that you must upload
the following when reloading the Brocade Unified IP MIBs:

® Unload the Enterprise MIBs which were installed from the previous upgrade before reloading any new Enterprise MIB file.

® Unload the Standard MIBs which were installed from the previous upgrade before reloading any new Standard MIB file.

Standard objects

The Unified IP MIB supports certain standard MIB objects, which are derived from Request for Comments (RFCs) documents. Refer to
‘Supported Standard MIBs” for details on the supported standard MIBs.

Proprietary objects

Proprietary objects are MIB objects that have been developed specifically to manage Brocade IP devices. The object identifier (OID) for
these MIB objects begin with 1.3.6.1.4.1.1991. In this manual, the prefix 1.3.6.1.4.1.1991 is represented by the characters bredlp.

For example, the OID for the object snChassis is 1.3.6.1.4.11991.1.1.1, but documented as brcdlp.1.1.1in this manual.

SNMP support

The SNMPv3 engine is supported on the Brocade IP devices. The SNMPv3 engine can accept V1, V2¢, and V3 packet formats.

NOTE
If the SNMP GET-BULK request with a high count of max-repetitions, then the device will respond with the total count of 10.
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Supported Standard MIBs

® Supported on Fastiron devices . ... ... . 30
®  Supported on Netlron deviCes . .. ... 30
O  LLDP MIB SUPPOI . 33
®  LLDP\LLDP-MED MIB SUPPROM. . .ot 33
® RFC1493: Definitions of Managed Objects for Bridges . ... i 33
® RFC1757: Remote Network Monitoring Management Information Base ............... ... ... ... ... ...... 34
® RFC1850: OSPF Version 2 Management Information Base. .............. ... ... ... i 34
® RFC2096: IP Forwarding Table MIB ... . 35
® RFC2233: The Interfaces Group MIB using SMIV2. ... 35
® RFC 2515: Definitions of Managed Objects for ATM Management. . ............ ... .. ... ... .. 36
® RFC 2787: Definitions of Managed Objects for the Virtual Router Redundancy Protocol..................... 37
® RFC 2819: Remote Network Monitoring Management InformationBase .............. ... ... ... ........ 39
® RFC2863: TheInterfaces Group MIB ... . o 42
® RFC2932: IPv4 Multicast Routing MIB . . ... 49
® RFC 2933: Internet Group Management Protocol MIB. ... .. o 52
® RFC 2934: Protocol Independent Multicast MIB for IPV4. .. ... ... . 54
® RFC 3176: InMon Corporation’s sFlow: A Method for Monitoring Traffic in Switched and Routed Networks ... 58
® RFC 3289: Management Information Base for the Differentiated Services Architecture ..................... 59
® RFC 3635: Definitions of Managed Objects for the Ethernet-like interface types............................ 60

* RFC 3813: Multiprotocol Label Switching (MPLS) Label Switching Router (LSR) Management Information Base (MIB) 62
® RFC 3815: Definitions of Managed Objects for the Multiprotocol Label Switching (MPLS), Label Distribution Protocol (LDP)

65
® RFC 4022: Management Information Base for the Transmission Control Protocol (TCP).................... 70
®  REC 4087 1P Tunnel MIB. .. 70
® RFC 4113: Management Information Base for the User Datagram Protocol (UDP)........................... 73
® RFC B3 Entity MIB (VErsion 3) . .. ..o o 73
® RFC 4273: Definitions of Managed Objects for BGP-4 .. ... ... 74
® RFC4292:IP Forwarding Table MIB .. ... 83
® RFC 4293: Management Information Base for the Internet Protocol (IP). ................................... 84
® RFC 4363: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and Virtual LAN Extensions
87
* RFC 4444 Management Information Base for Intermediate System to Intermediate System (IS-IS).......... 89
® RFC4807: IPsec Security Policy Database Configuration MIB. ............ ... .. .. . 91

® RFC 5676: Definitions of Managed Objects for Mapping SYSLOG Messages to Simple Network Management Protocol
(SNMP) Notifications 94

®  MEF Service OAM PM . 95
o EEE8BO2I-CREM-MIB . 106
O IEEE8BO2I-SECY -MIB ne2

This section summarizes the standard objects that are supported in the Unified IP MIB. It does not document all the supported standard
objects, but presents those standard MIBs that are not fully supported.

For example, although RFC 1493 is supported in the Unified IP MIB, some groups and tables in that MIB are not supported.
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Supported on Fastlron devices

Supported on Fastlron devices

Fastlron devices support the following RFCs:

® 2819 — Remote Network Monitoring Management Information Base
® 2863 -The Interfaces Group MIB
® 341 - SNMP Framework MIB

NOTE
In RFC 3411, the snmpEngineBoots object supports the maximum value 9999.

® 3412 - Message Processing and Dispatching (MPD) for the SNMP MIB
® 3413 - SNMP Target MIB

® 3414 - User-Security Model for SNMPv3 MIB

® 3415 - View-based Access Control Model for SNMP MIB

NOTE
The GET/SET operation is not supported on vacmViewTreeFamilyTable, vacmAccessTable, and

vacmSecurityToGroupTable of RFC 3415.

® 3418 — Management Information Base (MIB) for the SNMP (Refer to “RFC 3418: Management Information Base (MIB) for the
SNMP" on page 62 for details.)

® 4188 - Definitions of Managed Objects for Bridges
® 4273 - Definitions of Managed Objects for BGP-4

Fastlron X Series IPv6 devices support the following standard MIBs:

® 2452 - |P Version 6 Management Information Base for the Transmission Control Protocol
® 2454 - |P Version 6 Management Information Base for the User Datagram Protocol
® 2465 - Management Information Base for IP Version 6: Textual Conventions and General Group

NOTE
RFC 2465 MIB support on Fastlron X Series IPv6 devices is limited to ipv6NetToMediaTable and ipv6AddrTable only.

The SET operation is not supported on ipv6lfDescr object of ipv6IfTable.
® 2466 - Management Information Base for IP Version 6: ICMPv6 Group
® 2932 - IPv4 Multicast Routing MIB
® 2933 - Internet Group Management Protocol MIB
® 2934 - Protocol Independent Multicast MIB for IPv4
® 4001 - Textual Conventions for Internet Network Addresses

® RFC 4363: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and Virtual LAN Extensions.
(Refer to “RFC 4363: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and Virtual LAN
Extensions” on page 87 for details)

Supported on Netlron devices

The following RFCs are supported on the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and
Brocade Netlron CER devices.
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Supported on Netlron devices

* 1213 —-MIBI
® 1493 — Bridge MIB (excluding filtering of objects)

® 1724 — RIPv2 MIB (supports only rip2Globals, rip2IfStatTable (SET operation is not supported), and rip2IfConfTable on the
Brocade Fastlron devices.)

® 1850 — OSPF Version 2 Management Information Base
* 2674 — 802.1Q and 802.1p Bridge MIB

® 2787 — VRRP MIB (Refer to “RFC 2787: Definitions of Managed Objects for the Virtual Router Redundancy Protocol” on
page 37 for details)

® 2819 — Remote Network Monitoring Management Information Base

® 2863 — Interfaces Group MIB

® 2932 — Multicast Routing MIB for IPv4 (Refer to ‘RFC 2932: IPv4 Multicast Routing MIB” on page 49 for details.)
® 2933 — IGMP MIB (Refer to “‘RFC 2933: Internet Group Management Protocol MIB" on page 52 for details.)

® 2934 — PIM MIB (Refer to ‘RFC 2934: Protocol Independent Multicast MIB for IPv4” on page 54 details)

® 3289 — Management Information Base for the Differentiated Services Architecture

® 3418 — Management Information Base (MIB) for the SNMP (Refer to ‘RFC 3418: Management Information Base (MIB) for the
SNMP" on page 62 for details.)

® 3592 — SDH/SONET MIB (partially supported)

® 3635 — Ethernet-Like MIB (Replaces RFC 2665)

® 3812 — MPLS TE Standard MIB

® 3813 — Multiprotocol Label Switching (MPLS) Label Switching Router (LSR) Management Information Base (MIB)
® 4022 — Management Information Base for the Transmission Control Protocol (TCP)

® 4087 — IP Tunnel MIB

® 413 — Management Information Base for the User Datagram Protocol (UDP)

® 4292 — |IP Forwarding MIB

® 4293 — Management Information Base for the Internet Protocol (IP). (Refer to “‘RFC 4293: Management Information Base for
the Internet Protocol (IP)” on page 84 for details)

® RFC 4363: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and Virtual LAN Extensions.
(Refer to “RFC 4363: Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and Virtual LAN
Extensions” on page 87 for details)

® 4382 — MPLS/BGP Layer 3 Virtual Private Network (VPN) Management Information Base

® 4444 — Management Information Base for Intermediate System to Intermediate System (I1S-1S) (Refer to ‘RFC 4444;
Management Information Base for Intermediate System to Intermediate System (IS-IS)” on page 89 for details.)

® 4807 — IP Security Policy Database Configuration Management Information Base
® draft-ietf-bfd — Bidirectional Forwarding Detection Management Information Base

® draft-ietf-pwe3-enet-mib-11.txt — Ethernet Pseudo Wire (PW) Management Information Base

RFC compliance - management
® 854 — TELNET
® 1445 — Administrative Model for SNMPv2 - Support for View Subtree (partially supported)
® 1492 — TACACS+
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Supported on Netlron devices

¢ 2030 —SNTP

® 2068 —HTTP

® 2284 — PPP EAP - Support EAP extension

® 2578 — SNMPv2

® 2579 — Textual Conventions for SMiv2

® 2865 — RADIUS

® 2866 — RADIUS Accounting

® 2868 — RADIUS Attributes for Tunnel Protocol (partially supported)

®* 2869 — RADIUS Extensions - EAP Message (type 79) and Message-Authenticator (type 80)
® 3164 — BSD Syslog Protocol

® 3176 — sFlow (Refer to “RFC 3176: InMon Corporation’s sFlow: A Method for Monitoring Traffic in Switched and Routed
Networks” on page 58 for details.)

® 3410 — SNMPWV3

® 341 — Architecture for SNMP

® 3412 — Message Processing and Dispatching for SNMP

® 3413 — Simple Network Management Protocol (SNMP) Applications (partially supported)

® 3414 — USM for SNMPv3

® 3415 — VACM for SNMPVV3

® 3416 — Version 2 of the Protocol Operations for the SNMP

® 3579 — RADIUS Support for Extensible Authentication Protocol (EAP) (partially supported)

® 3584 — Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard Network Management Framework
® 3815 — Managed Objects for the Multiprotocol Label Switching (MPLS) and Label Distribution Protocol (LDP)
® 3826 — The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP User-based Security Model
® 4188 — Definitions of Managed Objects for Bridges

® 4251 — The Secure Shell (SSH) Protocol Architecture

® 4252 — The Secure Shell (SSH) Authentication Protocol

® 4253 — The Secure Shell (SSH) Transport Protocol

® 4254 — The Secure Shell (SSH) Connection Protocol

® 4273 — Definitions of Managed Objects for BGP-4 (Refer to ‘RFC 4273: Definitions of Managed Objects for BGP-4" on
page 74 for details)

® ‘draft-ietf-idr-bgp4-mibv2-12 MIB" — Definitions of Managed Objects for the Fourth Version of Border Gateway Protocol
(BGP-4), Second Version

® 4330 — Simple Network Time Protocol (SNTP) Version 4 for IPv4 and IPv6
® draft-grant-tacacs-02.txt — The TACACS+ Protocol
® draft-ietf-pwe3-pw-mib-1l.txt — PW-STD-MIB Definitions (read-only)

|IEEE standards

* EEE8S8O2I1-CEM-MIB" — IEEE 802.1ag CFM MIB
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LLDP MIB support

LLDP MIB support

The following standard MIBs are supported on Brocade Netlron devices with LLDP capability.
The following MIBs are in the 802.1AB standard, Station and Media Access Control Connectivity Discovery:

* ‘LLDP-MIB’
® ‘LLDP-EXT-DOTI-MIB”
® ‘|| DP-EXT-DOT3-MIB"

LLDP\LLDP-MED MIB support

The following standard MIBs are not supported on Brocade Netlron devices with LLDP\LLDP-MED capability.

® | LDP-EXT-DOTI-MIB
* | LDP-EXT-DOT3-MIB
The following MIB is in the ANSI/TIA-1057 standard, Link Layer Discovery Protocol (LLDP) for Media Endpoint Devices (MED):

* LLDP-EXT-MED-MIB

RFC 1493: Definitions of Managed Objects for Bridges

The following groups are supported on the Brocade Netlron and Brocade Fastlron IC series devices.

NOTE
RFC 4188 obsoletes RFC 1493 on the Brocade Netlron XMR, Brocade ML Xe series, Brocade MLXe, Brocade Netlron CES, and

Brocade Netlron CER devices.

Object group name Object identifier

dot1dBridge 13.612117

dotldBase 1.3.6.1.2.1171

dot1dStp 136121172

dot1dTp 13.6.1.2117.4
NOTE

The dotldTpFdbTable (OID 1.3.6.1.2.117.4.4) in RFC 1493 is used to find dynamically learned MAC addresses. Statically configured
MAC addresses are in the snFdbTable (refer to “Forwarding database static table information” on page 365).

NOTE
The SNMP MIB object dotldStpPortTable (OID 1.3.6.1.2.117.2.15) does not display information for tagged ports that belong to an

802.1W RSTP configuration. The design of that MIB table is based on a Single STP standard, and does not accommodate
Multiple STPs. Thus, the table displays information only for SSTP and for tagged and untagged ports.
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RFC 1757: Remote Network Monitoring Management Information Base

NOTE

RFC 4188 has been converted to SMIv2 format. The object dotldStpPortPathCost32 was added to support IEEE 802. The
existing MIB dotldStpPortPathCost has an upper range of 65535. Over that value, this MIB stays at the upper value and you
should access dotldStpPortPathCost32, which has a higher upper-range value.

RFC 1757: Remote Network Monitoring Management

Information Base

The following groups from this RFC are supported on Netlron devices.

NOTE

This RFC is obsolete and is replaced by RFC 2819 for the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade

Netlron CES, and Brocade Netlron CER devices.

Object group name

Object identifier

rmon 1.3.612116
NOTE: This group is not supported on Fastlron devices.

statistics 1.3.6.12116.1
history 136121162
alarm 1.3.6.12116.3
event 1.3.6.12116.9

The following object groups in RFC 1757 are not supported on Netlron devices:

® hosts

® hostTopN
®  matrix

® filter

® capture (packet capture)

RFC 1850: OSPF Version 2 Management Information Base

The following tables from RFC 1850 are supported on the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron

CES. Brocade Netlron CER, and Brocade Fastlron devices.

Object Object identifier Supported?

ospfGeneralGroup 1.3.6.1.2.114.1 Yes

ospfAreaTable 13.6.12114.2 Yes

ospfStubAreaTable 13.6.12114.3 Yes. SET operation is not supported.
ospfLsdbTable 1.3.6121144 Yes

ospfHostTable 136121146 Yes. SET operation is not supported.
ospflfTable 1.3.6.12114.7 Yes
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RFC 2096: IP Forwarding Table MIB

Object Object identifier Supported?

ospflfMetricTable 13.612114.8 Yes. SET operation is not supported.
ospfVirtlifTable 136121149 Yes

ospfNbrTable 1.3.612114.10 Yes. SET operation is not supported.
ospfVirtNbrTable 13.612.1141M Yes

ospfExtLsdbTable 13.6.12114.12 Yes

ospfAreaAggregateTable 13.612114.14 Yes

ospfTrap 13.6.1.2.114.16 Yes

ospfTrapControl 1.3.6.1.2114.16.1 Yes

RFC 2096: IP Forwarding Table MIB

RFC 2096 is supported on the following devices:

®  On Fastlron devices, RFC 2096 replaces RFC 1213.
®  On Netlron devices, RFC 2096 is obsoleted by RFC 4292 and it supports both IPv4 and IPv6 forwarding tables.

Object group name

Object identifier

ipCidrRouteDest 13.61214.24.4.11

ipCidrRouteMask 13.6.121424412
ipCidrRouteTos 13.6.1.2.14.24.41.3
ipCidrRouteNextHop 1.36.1214.244.14
ipCidrRoutelfIndex 13.61214.24.415
ipCidrRouteType 13.6.121424416
ipCidrRouteProto 13.6.1.2.14.24.417
ipCidrRouteAge 1.3.6.1214.24.4.18

ipCidrRoutelnfo

136121424419

ipCidrRouteNextHopAS 13.6.1.214.24.4.110
ipCidrRouteMetricl 13.6.1.2.14.24.411

ipCidrRouteMetric2 1.3.6.1214.24.4.112
ipCidrRouteMetric3 13.61214.24.4113
ipCidrRouteMetric4 1361214244114
ipCidrRouteMetrich 13.6.1.2.14.24.4.115
ipCidrRouteStatus 1.3.6.1214.24.4.116

RFC 2233: The Interfaces Group MIB using SMIv2

The interface entry table or ifXTable is based on RFC 2233. It contains information about the interfaces. Each sub-layer is considered to
be an interface. This table contains entries for the ATM physical ports, as well as for any sub-interfaces that have been configured.
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RFC 2515: Definitions of Managed Objects for ATM Management

Object group name Object identifier
ifMIB 13.6.12131
ifMIBObjects 1.3.6.1.2.1.311
ifTable 13.612122
ifXtable 1.3.6.1213111
ifStackTable 13.6.1213112
ifConformance 136121312
ifCounterDiscontinuityGroup 1.3.6.1.21.31.2113
NOTE: Supported on the Brocade Netlron

XMR, Brocade MLXe series, Brocade

MLXe, Brocade Netlron CES, and

Brocade Netlron CER devices.

RFC 2515: Definitions of Managed Objects for
ATM Management

Only the following object groups from RFC 2515 are supported on devices that support ATM.

ATM interface configuration parameters table
The ATM Interface Configuration Table from RFC 2515 contains the configuration of cell layers on the ATM interface of a local device.

This information is in addition to the information contained in the ifTable.

The table contains one entry for each ATM interface port. Table 2 has the object identifier for the atmInterfaceConf table.

ATM interface transmission convergence sub-layer table

The ATM Interface Transmission Convergence sub-layer table from RFC 2515 contains configuration and state parameters of the ATM
interfaces that use the Transmission Convergence sub-layer for carrying ATM cells over SONET/SDH or DS3. Table 2 has the object
identifier for the atminterfaceTC table.

AALS virtual channel connection performance
statistics table

The ATM Adaptation Layer Type 5 (AALS) virtual channel connection performance statistics table from RFC 2515 contains the
performance statistics of a virtual channel connection at the interface associated with an AALS entity in an ATM host or ATM switch.
Table 2 has the object identifier for the aalSVcc table.

TABLE 2  Object group names and OIDs

Object group name Object identifier
atmMIB 13.612137
atmMIBObjects 136121371

atminterfaceConfTable 1361213712

atminterfaceTCTable 1361213714
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RFC 2787: Definitions of Managed Objects for the Virtual Router Redundancy Protocol

TABLE2  Object group names and OIDs (Continued)

Object group name Object identifier
aal5VccTable 13612137112
atmTCMIB 1.36.121373

Other object groups from this RFC are not supported.

RFC 2787: Definitions of Managed Objects for the Virtual Router

Redundancy Protocol

The Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices support
RFC 2787, Definitions of Managed Objects for the Virtual Router Redundancy Protocol. The MIB objects of RFC 2787 is also supported
on the Brocade Fastlron devices.

NOTE
SNMP support for VRRP MIBs is limited only to IPv4 and not supported on IPv6. The Brocade Fastlron devices support only

VRRP version 2 MIBs.

NOTE
The following MIB tables in RFC 2787 supports SNMP GET, SNMP SET, and SNMP WALK operations on the Brocade Fastlron

devices. Refer to ‘1P VRRP MIB Definition’, for information on the proprietary MIB support.
The following are the VRRP MIB groups:

® vrrpOperations (OID: 1.3.6.1.2.1.68.1)
® vrrpStatistics (OID: 1.3.6.1.2.1.68.2)
* vrrpConformance (OID: 1.3.6.1.2.1.68.3) - This MIB group is not supported on the Brocade Fastlron devices.

VRRP operations table (vrrpOperTable)

The operations table for a VRRP router that consists of a sequence (one or more conceptual rows) of virpOperEntry objects.

Object Object identifier Supported?

vrrpNodeVersion 1.3.6.12.168.11 Yes. Supports VRRP v2 and
always return the OID value 2 on
the Brocade Fastlron devices.

vrrpNotificationCntl 1.3.6.1.2168.12 Yes. Controls VRRP
enable/disable syslogs on the
Brocade Fastlron devices.

vrrpOperTable 1.3.6.1.2.168.1.3 Yes
vrrpOperVrld 13.6.1.2.1.68.1.3.11 Yes
vrrpOperVirtualMacAddr 136121681312 Yes
vrrpOperState 13.6.121681313 Yes
vrrpOperAdminState 13.6.1.2168.1314 Yes
vrrpOperPriority 13.6.1.21681315 Yes
vrrpOperlpAddrCount 1.3.6.1.21.68.13.16 Yes
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RFC 2787: Definitions of Managed Objects for the Virtual Router Redundancy Protocol

Object Object identifier Supported?

vrrpOperMasterlpAddr 1.3.6.1.21.68.1.317 No. Not supported on the Brocade
Fastlron devices.

vrrpOperPrimarylpAddr 13.6.121681318 Yes

vrrpOperAuthType 1.3.6.1.21.68.1.3.19 Yes. The value
ipAuthenticationHeader(3)Type is
not supported on the Brocade
Fastlron devices.

vrrpOperAuthKey 1.3.6.1.2.16813.110 Yes. The value
ipAuthenticationHeader(3)Type is
not supported on the Brocade
Fastlron devices.

vrrpOperAdvertisementinterval 1.3.6.12.1.68.1.3.11 Yes

vrrpOperPreemptMode 13.6.12168.13.112 Yes

vrrpOperVirtualRouterUpTime

1.3.6.1.2.1.68.13.113

Yes. Returns always zero on the
Brocade Fastlron devices.

vrrpOperProtocol

1.3.6.1.2.1.68.13.114

Yes

vrrpOperRowStatus

1.3.6.1.2.1.68.1.3.115

Yes

VRRP associated IP address table (vrrpAssolpAddrTable)

The table of addresses associated with the virtual router.

Object Object identifier Supported?
vrrpAssolpAddr 13.6.1.2.1.68.14.11 Yes
vrrpAssolpAddrRowStatus 13.6.1.2168.14.12 Yes
VRRP router statistics (vrrpStatistics)
The table of MIB objects represents the VRRP statistics.
Object Object identifier Supported?
vrrpRouterChecksumErrors 13.6.12168.2.1 Yes
vrrpRouterVersionErrors 13.6.1.2168.22 Yes
vrrpRouterVrldErrors 1361216823 Yes

VRRP router statistics table (vrrpRouterStatsTable)

The table of MIB objects represents the total number of VRRP packets received with an invalid VRRP checksum value.

Object Object identifier Supported?
vrrpStatsBecomeMaster 13.6.1216824.11 Yes
vrrpStatsAdvertiseRcvd 136.12168.24.12 Yes
vrrpStatsAdvertiselntervalErrors 1.3.6.121682413 Yes
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Object Object identifier Supported?
vrrpStatsAuthFailures 13.6.1.2.16824.14 Yes
vrrpStatslpTtlErrors 13.6.1216824.15 Yes
vrrpStatsPriorityZeroPktsRcvd 13.6.12168.24.16 Yes
vrrpStatsPriorityZeroPktsSent 13.6.12168.24.17 Yes
vrrpStatsinvalidTypePktsRcvd 1.3.6.1.21.6824.18 Yes
vrrpStatsAddressListErrors 13.6.12168.24.19 Yes
vrrpStatsinvalidAuthType 1.3.6.12.168.2.4.110 Yes
vrrpStatsAuthTypeMismatch 13.6.1.2168.24.11 Yes
vrrpStatsPacketLengthErrors 13.6.12168.24.112 Yes

Notifications
The following table lists the supported notifications for RFC 2787.

NOTE

The following notifications are not supported on the Brocade Fastlron devices.

Object group name

Object identifier

vrrpTrapNewMaster 13.6.1.21.68.01
vrrpTrapAuthFailure 13.612168.0.2
vrrpTrapPacketSrc 13.6.12168.15
vrrpTrapAuthErrorType 13.6.1.21.68.16

RFC 2819: Remote Network Monitoring Management

Information Base

On the Brocade MLXe devices, interface statistics from the following objects of the etherStatsTable are preserved when the clear
statistics command is entered on the CLI, if the snmp-server preserve-statistics command is enabled:

etherStatsDropEvents
etherStatsOctets
etherStatsPkts
etherStatsBroadcastPkts
etherStatsMulticastPkts
etherStatsCRCAlignErrors
etherStatsUndersizePkts
etherStatsOversizePkts
etherStatsFragments
etherStatsPkts64Octets
etherStatsPkts65to1270ctets
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etherStatsPkts128t02550ctets
etherStatsPkts256toS11Octets
etherStatsPkts512to10230ctets
etherStatsPkts1024t015180ctets

History control group

On the Netlron devices, the history control group controls the periodic statistical sampling of data from various types of networks. The
following objects in the historyControlTable store configuration entries that each define an interface, polling period, and other parameters:

historyControlindex
historyControlDataSource
historyControlBucketsRequested
historyControlBucketsGranted
historyControlinterval
historyControlOwner

historyControlStatus

Ethernet history group

On the Netlron devices, the Ethernet history group records periodic statistical samples from a network and stores them for later retrieval.

The following objects of the group define the etherHistoryTable for Ethernet networks:

40

etherHistoryIndex
etherHistorySamplelndex
etherHistoryIntervalStart
etherHistoryDropEvents
etherHistoryOctets
etherHistoryPkts
etherHistoryBroadcastPkts
etherHistoryMulticastPkts
etherHistoryCRCAlignErrors
etherHistoryUndersizePkts
etherHistoryOversizePkts
etherHistoryFragments
etherHistoryJabbers
etherHistoryCollisions

etherHistoryUtilization
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Alarm group
On the Netlron devices, the Alarm group periodically takes statistical samples from variables in the probe and compares them to
thresholds that have been configured. The alarm table stores configuration entries that each define a variable, polling period, and threshold
parameters:

® alarmindex

® alarminterval

® alarmVariable

® alarmSampleType

® alarmValue

® alarmStartupAlarm

® alarmRisingThreshold

® alarmFallingThreshold

® alarmRisingEventindex

® alarmFallingEventindex

® alarmOwner

® alarmStatus

Event group
On the Netlron devices, the following objects in the Event group control the generation and notification of events from the devices. Each
entry in the eventTable describes the parameters of the event that can be triggered:

® eventindex

® cventDescription

® cventType

® eventCommunity

® eventLastTimeSent

® eventOwner

® eventStatus

Log group

On the Brocade Fastlron devices, the following objects in the Log group lists the list of events that have been logged from the devices.

® |ogEventindex
® |ogindex
®* J|ogTime

® logDescription

Unified IP MIB Reference 4
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RFC 2863: The Interfaces Group MIB

RFC 2863 is supported on the Brocade Netlron XMR, Brocade ML Xe series, Brocade MLXe, Brocade Netlron CES, Brocade Netlron
CER, Brocade Fastlron SX, Brocade FESX6, Brocade FCX, and Brocade ICX series devices.

iflndex

On the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices, there can
be 20, 40, 48, or 64 ifindexes per module. The default is 20. Execute the snmp-server max-ifindex-per-module 40 command to
change the iflndex to 40 (for example, for backward-compatibility).

On the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices, every
trunk group will appear as a row within the ifTable and ifXTable. The ifindex range involves all the physical ports, virtual ports, loopback
ports, multicast tunnels, GRE tunnels, MPLS tunnels, and Trunks in that order.

Use the Get operations on sninterfacel.ookuplflndex (indexed by ifindex) to get Interfaceld (in a simple OID form).

Table 3 details the XMR or MLX index ranges and they are subject to change from one release to the next.

TABLE 3

XMR or MLX index ranges

4-s|ot

8-slot

16-slot

32-slot

Allocation

Physical port

1-192

1-384

1-768

1-1536

20 per slot
(Netlron release
3.7 and later)

40 per slot
(Netlron releases
prior to 3.7)

48 per slot
(Netlron releases
prior to 5.2)

Mgmt port

2

2

2

2

1 active, 1 standby

Virtual port

255 default, 40
minimum, 4096

255 default, 40
minimum, 4096

255 default, 40
minimum, 4096

255 default,
40 minimum,

maximum maximum maximum 4096
maximum
Loopback port | 64 default 64 default 64 default 64 default
IP tunnels 8192 8192 8192 8192
MPLS tunnels | 16384 16384 16384 16384
Trunk 128 default, 128 128 default, 128 128 default, 128 128 default,
minimum, 256 minimum, 256 minimum, 256 128 minimum,
maximum maximum maximum 256
maximum

On the Brocade Fastlron devices, there will be 64 ifindexes per module.

Table 4 details the Brocade Fastlron index ranges and they are subject to change from one release to the next.
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TABLE 4  Brocade Fastlron devices index ranges
Brocade FCX Brocade ICX 6610 Brocade Brocade Fastlron
Fastiron SX1600
SX800
Physical port 256 maximum 256 maximum 10x64(640) 18x64(1152)
Mgmt port 1 1 2 2
Virtual port 255 default, 512 255 default, 512 255 default, 255 default, 512
maximum maximum 512 maximum maximum
GRE tunnel 16 default, ranges 16 default, ranges from 16 | 16 default, 16 default, ranges

from 16 to 64 to 64 ranges from 16 | from 16 to 64
to 64
Loopback port 8 default 8 default 8 default 8 default
Trunk 8 maximum 8 maximum 8 maximum 8 maximum

IflIndex assignment persistance

The following interfaces have ifindex assignments that are persistent across reboots and switchover operations:

® Physical ports
® Virtual ports
® | oopback ports

NOTE
The ifindex should be derived from the snifindexLookupTable using the Interfaceld (in OID form), instead of assuming that the

ifindex will always stay persistent across reloads.
On the following interfaces, Ifindex assignments are not persistent across reboots and switchover operations:

®  MPLS tunnel interfaces
®  Trunk ports
®  GRE tunnels

® |Ptunnels

ifType for interfaces

On Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices, if Type for all
Ethernet interfaces (10/100/1G/10G) returns the value ethernetCsmacd(6) as mandated by RFC 2665.

If the command snmp-server legacy iftype is configured on the device CLI, ifType returns gigabitEthernet(117) or fastEther(62). If the
command is not configured (or no snmp-server legacy iftype is issued), then ifType returns the value ethernetCsmacd(6).

Statistics for virtual routing interfaces on 8x10 modules

The ifTable and ifXTable display information for switched and routed packets on virtual routing interface of the 8x10 modules installed on
the Brocade MLXe, Brocade Netlron XMR, and Brocade MLXe series, and Brocade MLXe devices. This feature is available on Brocade
Netlron XMR, Brocade MLXe series, and Brocade ML Xe devices. The extended-counter routed-switched command must be
configured to enable separate accounting of routed and switched packets on virtual routing interfaces.
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ifTable attributes

The following MIB attributes of the ifTable return information for switched and routed packets for the 8x10 modules on the Brocade

Netlron devices.

MIB attribute Physical Virtual Loopback | IP tunnel MPLS Trunk GRE
tunnel tunnel

ifinOctets Yes Yes No No No Yes Yes
ifOutOctets Yes Yes No No Yes Yes Yes
ifinUcastPkts Yes Yes No Yes No Yes No
ifOutUcastPkts Yes Yes No No Yes Yes No
ifinNUcastPkts Yes No No No No Yes No
ifinDiscards Yes No No No No Yes No
ifinErrors Yes No No No No Yes No
ifinUnknownProtos | Yes No No No No Yes No
ifOutNUcastPkts Yes No No No No Yes No
ifOutDiscards Yes No No No No Yes No
ifOutErrors Yes No No No No Yes No
ifOutQLen Yes No No No No Yes No

NOTE

GRE tunnel is supported only on the Brocade Fastlron Devices. IP and MPLS tunnels are supported only on the Brocade Netlron

devices.

ifXTable attributes

The following MIB attributes of the ifXTable return information for switched and routed packets for the 8x10 modules on the Brocade

Netlron devices.

MIB attribute Physical Virtual Loopback | IPtunnel | MPLS Trunk GRE
tunnel tunnel
ifHCInOctets Yes Yes No No No Yes Yes
ifHCOutOctets Yes Yes No Yes Yes Yes Yes
ifHCInUcastPkts Yes Yes No Yes No Yes No
ifHCOutUcastPkts Yes Yes No Yes Yes Yes No
ifinMulticastPkts Yes No No No No Yes No
ifinBroadcastPkts Yes No No No No Yes No
ifOutMulticastPkts Yes No No No No Yes No
ifOutBroadcastPkts Yes No No No No Yes No
ifHCInMulticastPkts Yes No No No No Yes No
ifHCInBroadcastPkts Yes No No No No Yes No
ifHCOutMulticastPkts Yes No No No No Yes No
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MIB attribute Physical Virtual Loopback | IP tunnel MPLS Trunk GRE
tunnel tunnel
ifHCOutBroadcastPkts Yes No No No No Yes No
ifLinkUpDownTrapEnable | No No No No No No Yes
NOTE

IP and MPLS tunnels are supported only on the Brocade Netlron devices.

Preserved SNMP statistics on interfaces

SNMP statistics in the ifTable and ifXTable for physical interfaces on Brocade MLXe and Netlron devices are preserved when the

snmp-server preserve-statistics command is configured. After configuring snmp-server preserve-statistics, the SNMP statistics listed
in the following tables are separated from the CLI statistics. When the clear statistics interface-type interface-id command is entered on

the CLI, the command clears only CLI statistics, leaving the SNMP statistics intact.

IF-MIB (RFC 2863) ifTable objects

Statistics from the following objects in the ifTable are preserved when the snmp-server preserve-statistics command is enabled on the

CLL.
ifTable objects Syntax
ifindex Interfacelndex
1361212211
ifDescr DsiplayString
1361212212
ifType IANAIifType
1361212213
ifMtu Integer32
1361212214
ifSpeed Gauge32
1361212215
ifAdminStatus PhysAddress
1361212217
ifOperStatus Integer
1361212218
ifinOctets Counter32
13.6.12122110
ifinUcastPkts Counter32
13.6.1212211
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ifTable objects

Syntax

ifinNUcastPkts
13612122112

NOTE: This object is deprecated in the
8x10 modules installed on the
Brocade MLXe, Brocade Netlron
XMR, Brocade Netlron MLX
devices and also on the Brocade
Fastlron devices.

Counter32

ifinDiscards
13.6.1212.2.113

Counter32

iflnErrors
13.6.12122114

Counter32

iflnUnknownProtos
13.6.12122115

Counter32

ifOutOctets
13.6.12122116

Counter32

ifOutUcastPkts
13.6.12122117

Counter32

ifOutNUcastPkts
13612122118

NOTE: This object is deprecated in the
8x10 modules installed on the
Brocade MLXe, Brocade Netlron
XMR, Brocade Netlron MLX
devices and also on the Brocade
Fastlron devices.

Counter32

ifOutDiscards
13612122119

Counter32

ifOutErrors
13.61212.2120

Counter32

IF-MIB (RFC 2863) ifXTable objects

Statistics from the following objects in the ifXTable are preserved when the snmp-server preserve-statistics command is enabled on the

CLL

ifXTable objects

Syntax

ifName
1.3.6.1.21.311111

DisplayString

iflnMulticastPkts
1.3.6.1.21311112

Counter32

ifinBroadcastPkts
1.3.6.1.2131111.3

Counter32
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ifOutMulticastPkts Counter32
13.6.12.13111.14
ifOutBroadcastPkts Counter32
13.612131111.5
ifHCInOctets Counter64
13.6.12131111.6
ifHCInUcastPkts Counter64
13.6.12131111.7
ifHCInMulticastPkts Counter64
13.612131111.8
ifHCInBroadcastPkts Counter64
13.6.12.131111.9
ifHCOutOctets Counter64
1.3.6.12.1.3111.110
ifHCOutUcastPkts Counterc4
1.3.6.12.1.311.111
ifHCOutMulticastPkts Counterc4
13.6.12.13111112
ifHCOutBroadcastPkts Counterc4
1.3.6.12.1.3111.113
ifLinkUpDownTrapEnable Integer
13.6.12.13111.1.14
NOTE: This object is used to control

the generation of traps of the

physical and GRE tunnel

interfaces. By default, traps are

enabled per interfaces for

physical interfaces and disabled

for tunnel interfaces.
ifHighSpeed Gauge32
1.3.6.12.1.311.1115
ifPromiscuousMode TruthValue
1.3.6.1.2.1.311.1116
ifConnectorPresent TruthValue
1.3.61.2.13111117
ifAlias DisplayString
1.3.6.1.2.1.311.1118
ifCounterDiscontinuity Time TimeStamp

1.3.6.1.2.1.311.1119

RFC 2863: The Interfaces Group MIB

EthernetLike-MIB (RFC 2665) dot3StatsTable objects (Ethernet ports only)

Statistics from the following objects in the dot3StatsTable are preserved when the snmp-server preserve-statistics command is enabled

on the CLI.
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dot3StatsTable objects

Syntax

dot3Statsindex

Interface Index

1.3.612110.7.2.11

dot3StatsAlignmentErrors Counter32
136121107212

dot3StatsFCSErrors Counter32
136121107213

dot3StatsSingleCollisionFrames Counter32
13.612110.7.214

dot3StatsMultipleCollisionFrames Counter32
13.612110.7.215

dot3StatsSQETestErrors Counter32
136121107216

dot3StatsDeferredTransmissions Counter32
13.612110.7.2.17

dot3StatsLateCollisions Counter32
136121107218

dot3StatsExcessiveCollisions Counter32
136121107219
dot3StatslInternalMacTransmitErrors Counter32
13.612110.7.2.110

dot3StatsCarrierSenseErrors Counter32
1.3.612110.7.211M

dot3StatsFrameToolongs Counter32
13.612110.7.2.113
dot3StatsInternalMacReceiveErrors Counter32

1.3.612110.7.2.116

dot3StatsEtherChipSet Object Identifier
13.612110.7.2.117

NOTE: This object is deprecated.

dot3StatsSymbolErrors Counter32
13.6.12.110.7.2.118

dot3StatsDuplexStatus Integer

1.3.6.1.2.110.7.2119

RMON-MIB (RFC 2819) etherStatsTable objects (Ethernet ports only)

Statistics from the following objects in the etherStatsTable are preserved when the snmp-server preserve-statistics command is enabled

on the CLI.

NOTE

The following etherStatsTable is supported on the Brocade Netlron series devices.
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etherStatsTable objects Syntax
etherStatsDropEvents Counter32
1.3.612.116.111.3

etherStatsOctets Counter32
136121161114

etherStatsPkts Counter32
1.3.612.116.1115

etherStatsBroadcastPkts Counter32
1.3.612.116.1116

etherStatsMulticastPkts Counter32
1.3.612116.111.7

etherStatsCRCAlignErrors Counter32
1.3.612.116.1118

etherStatsUndersizePkts Counter32
1.3.612.116.1119

etherStatsOversizePkts Counter32
1.3.6.1.2.116.11.110

etherStatsFragments Counter32
1.3.612116.1110

etherStatsPkts64Octets Counter32
1.3.612.116.11114

etherStatsPkts65to1270ctets Counter32
1.3.61.2.116.11115

etherStatsPkts128t02550ctets Counter32
1.3.61.2.116.11116

etherStatsPkts256to511Octets Counter32
1.3.61.2.116.11117

etherStatsPkts512t010230ctets Counter32
1.3.61.2.116.11118

etherStatsPkts1024t01518Octets Counter32

1.3.612.116.1.1119

RFC 2932: IPv4 Multicast Routing MIB

RFC 2932: IPv4 Multicast Routing MIB

Support for RFC 2932 is available on the Brocade MLXe series, Brocade MLXe, Brocade Netlron XMR, Brocade Netlron CES, and

Brocade Netlron CER devices.

NOTE

This MIB is not VRF-aware. MIB entries are based on the default VRF IP multicast routing tables.

NOTE

The ipMRouteBoundaryTable and ipMRouteScopeNameTable tables of RFC 2932 are not supported on the Brocade Netlron
XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices.
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IP multicast scalar

Object Object identifier Supported?
ipMRouteEnable 1.3.6.1.21.83.111 Yes. Use either the [no] ip multicast-routing or
NOTE: This object is [no] router pim command to configure IP multicast
supported on the routing on the router.
Brocade Fastlron
devices.
ipMRouteEntryCount 13612183117 Yes. Use the show ip pim mcache [count] command

to display the the number of rows in the
ipMRouteTable.

ipMRouteTable (IP multicast route table)

Use the show ip pim mcache CLI command to display the information for the IP multicast route table.

Use the show ip route and show ip mroute commands to display the route information (ipMRouteRtAddress, ipMRouteRtMask, and

iPMRouteRtType).

The SET request is not supported for this table.

NOTE

The following ipMRouteTable is supported on the Brocade Fastlron devices.

Object Object identifier Supported?

ipMRouteGroup 1.3.6121.8311211 Yes, but read-only
ipMRouteSource 13.61218311212 Yes, but read-only
ipMRouteSourceMask 1.3.6121.8311213 Yes, but read-only

ipMRouteUpstreamNeighbor

1361218311214

Yes, but read-only.

ipMRoutelnIfIndex

1.3.6.1.21.83.11.215

Yes, but read-only.

ipMRouteUpTime

1.3.6.1.21.83.11216

Yes, but read-only.

ipMRouteExpiryTime

1.3.6.1.21.83.11.2.17

Yes, but read-only.

ipMRoutePkts

1361218311218

Yes, but read-only.

ipMRouteDifferentInlfPackets

1.3.6.1.21.83.11219

No

NOTE: This object is not supported

on the Brocade ML Xe,
Brocade MLXe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.

ipMRouteOctets

1.3.6.1.2.1.83.11.2110

No

NOTE: This object is not supported

on the Brocade ML Xe,
Brocade MLXe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.
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Object Object identifier Supported?
ipMRouteProtocol 1.3.6121.8311211 Yes, but read-only.
ipMRouteRtProto 13.6121.83112112 Yes, but read-only.
ipMRouteRtAddress 13.6.1.21.83.112113 Yes, but read-only.
ipPMRouteRtMask 13.6.121.83112114 Yes, but read-only.
ipMRouteRtType 13.6.1.21.83.11.2115 No
NOTE: This object is not supported
on the Brocade MLXe,
Brocade ML Xe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.
ipPMRouteHCOctets 13.6.1.21.83.112116 No
NOTE: This object is not supported
on the Brocade MLXe,
Brocade ML Xe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.
ipMRouteNextHopTable

(IP multicast route next hop table)

In this table, “NextHop" refers to the downstream traffic.

RFC 2932: IPv4 Multicast Routing MIB

The following CLI commands display information about the objects in the IP multicast route next hop table:

® show ip pim mcache

® show ip pim neighbor

The SET request is not supported for this table.

NOTE

The following ipMRouteNextHopTable is partially supported on the Brocade Fastlron devices.

Object Object identifier Supported?
ipMRouteNextHopGroup 1.3.6.1.2.1.83.113.11 No
ipMRouteNextHopSource 13.6.12183113.12 No
ipMRouteNextHopSourceMask 1361218311313 No
ipMRouteNextHoplflndex 1361218311314 No
ipMRouteNextHopAddress 1361218311315 No

ipMRouteNextHopState 13.6.12.1.83.113.16 Yes, but read-only. Always shows
forwarding(2).
ipMRouteNextHopUpTime 1361218311317 Yes, but read-only.

ipMRouteNextHopExpiryTime

13.6.1.2.1.83.11.3.1.8

Yes, but read-only.
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Object Object identifier Supported?
ipMRouteNextHopClosestMember | 1.3.6.1.2.1.83.11.3.1.9 Yes, but read-only.
Hop

ipMRouteNextHopProtocol 1.3.6.12.183.113.110 Yes, but read-only.
ipMRouteNextHopPkts 13.6.1.21.83.11.3.11 No

NOTE: This object is not supported
on the Brocade ML Xe,
Brocade MLXe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.

ipMRoutelnterfaceTable
(IP multicast route interface table)

This is the IP multicast route table for interfaces.

The show ip pim interface command is used to display information about this table.

The following interface-level commands are used to create an entry to the IP multicast route interface table:
® ippim
® ip pim-sparse
® ip pim ttl-threshold value

The SET request is not supported for this table.

Object Object identifier Supported?
ipMRoutelnterfacelfIndex 1.3.6.1.21.83114.11 Yes
ipMRoutelnterfaceTtl 136.1.21.83.114.12 Yes

ipMRoutelnterfaceProtocol

1.3.6.1.2.1.83.114.1.3

Yes, but read-only.

ipMRoutelnterfaceRateLimit

1.3.6.1.2.1.83.114.14

Yes

ipMRoutelnterfacelnMcastOctets

1361218311415

Yes, but read-only.

ipMRoutelnterfaceOutMcastOctets

1.3.6.1.2.1.83.114.1.6

Yes, but read-only.

ipMRoutelnterfaceHCInMcastOctets

1.3.6.1.2.1.83.11.4.17

Yes, but read-only.

ipMRoutelnterfaceHCOutMcastOctets

1.3.6.1.2.1.83.114.18

Yes, but read-only.

RFC 2933: Internet Group Management Protocol MIB

RFC 2933 is supported on the Brocade MLXe series, Brocade MLXe, Brocade Netlron XMR, Brocade Netlron CES, and Brocade

Netlron CER devices:

The following limitations apply to the support of RFC 2933 on the Brocade MLXe devices:

® |GMP Snooping is not supported.

® Tables are read-only.
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® VRF support is only for the default VRF.

® Data is available only for physical ports.

igmplnterfaceTable (IGMP interface table)

The show ip igmp interface command is used to display information about the IGMP interface table.

The SET request is not supported for this table.

NOTE
The igmplnterfaceTable is partially supported on the Brocade Fastlron devices.

Object Object identifier Supported?

igmplnterfacelfindex 1.3.6.1.21.85.1.1.11 Yes

igmplnterfaceQuerylnterval 1.3.6.121.851112 Yes

igmplnterfaceStatus 1.3.6.1.2.1.85.111.3 Yes

NOTE: On Brocade MLXe series,

Brocade MLXe, Brocade
Netlron XMR, Brocade
Netlron CES, and Brocade
Netlron CER devices, the
constant value for this object
is active(1).

igmplnterfaceVersion 1.3.6.1.2.1.85.11.14 Yes

igmplnterfaceQuerier 1.3.6121.851115 Yes, but read-only.

igmplnterfaceQueryMaxRespons | 1.3.6.1.2.1.85.1.1.1.6 Yes

eTime

igmplnterfaceQuerierUpTime 1.3.6.1.2.1.85111.7 Yes, but read-only.

igmplnterfaceQuerierExpiryTime | 1.3.6.1.2.1.85.1.11.8 Yes, but read-only.

igmplnterfaceVersion1QuerierTi | 1.3.6.1.2.1.8511.19 No.

mer NOTE: This object is not supported
on the Brocade ML Xe,
Brocade MLXe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.

igmplnterfaceWrongVersionQuer | 1.3.6.1.2.1.8511.110 No.

ies NOTE: This object is not supported
on the Brocade ML Xe,
Brocade MLXe series,
Brocade Netlron XMR,
Brocade Netlron CES, and
Brocade Netlron CER
devices.

igmplnterfacelJoins 1.3.6.1.21.851111 Yes, but read-only.

igmplnterfaceProxylfindex 1.3.6.1.21.8511112 No. Returns “O".

igmplnterfaceGroups 1.3.6.121.8511.113 Yes, but read-only.
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vl

Object Object identifier Supported?
igmplnterfaceRobustness 1.3.6.121.8511114 Yes
igmplnterfaceLastMemQueryint | 1.3.6.1.2.1.85.1.1.115 Yes, but read-only.

NOTE: On Brocade MLXe series,
Brocade MLXe, Brocade
Netlron XMR, Brocade
Netlron CES, and Brocade
Netlron CER devices, the
constant value for this object
is Global.

igmpCacheTable (IGMP cache table)

Use the show ip igmp group command to display information about the IGMP cache table.

The SET request is not supported for this table.

NOTE

The igmpCacheTable is partially supported on the Brocade Fastiron devices.

Object Object identifier Supported?

igmpCacheAddress 13.6.1.21.8512.11 Yes

igmpCachelfindex 1.3.6.121851212 Yes

igmpCacheSelf 13.6.1.2.18512.13 Yes

igmpCachelastReporter 136121851214 Yes, but read-only.

NOTE: On Brocade ML Xe series,

Brocade MLXe, Brocade
Netlron XMR, Brocade
Netlron CES, and Brocade
Netlron CER devices, the
constant value for this object
is O.

igmpCacheUpTime 136121851215 Yes, but read-only.

igmpCacheExpiryTime 136121851216 Yes, but read-only.

igmpCacheStatus 1.3.6.1.21851217 Yes

NOTE: On Brocade MLXe series,

Brocade MLXe, Brocade
Netlron XMR, Brocade
Netlron CES, and Brocade
Netlron CER devices, the
constant value for this object
is active(l).

igmpCacheVersion1HostTimer 1.3.6.12.1851218 Yes, but read-only.

RFC 2934: Protocol Independent Multicast MIB for IPv4

The following PIM MIB objects are supported on the Brocade Netlron and Brocade Fastlron devices. On the Brocade Netlron XMR,

Brocade MLXe series, Brocade Netlron CES, and Brocade Netlron CER devices, only default VRF is supported.
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Support for RFC 2934 in these devices is presented in the following sections.

Object

Object identifier

Supported?

pimJoinPrunelnterval

1.3.6.1.3.61111

Yes, but read-only.

NOTE: The SET operation is not
supported.

pimInterfaceTable (PIM interface table)

Use the show ip pim interface command to display information about the PIM interface table.

The SET request is not supported for this table.

Object Object identifier Supported?

pimInterfacelfindex 13.6.1.3.611.1.2.11 Yes

pimInterfaceAddress 13.613.61112.12 Yes, but read-only.

piminterfaceNetMask 1.3.6.1.3.61112.13 Yes, but read-only.

piminterfaceMode 136136111214 Yes

NOTE: On Brocade MLXe series,

Brocade MLXe, Brocade
Netlron XMR, Brocade
Netlron CES, and Brocade
Netlron CER devices, only
dense and sparse modes are
supported.

piminterfaceDR 13.613.6111215 Yes, but read-only.

piminterfaceHelloInterval 13.6.1.36111216 Yes

piminterfaceStatus 13.6.1.36111.217 Yes

piminterfaceJoinPrunelnter | 1.3.6.1.3.6111.2.1.8 Yes

val

pimInterfaceCBSRPreferen | 1.3.6.1.3.61112.19 Yes

ce NOTE: On Brocade MLXe series,
Brocade ML Xe, Brocade
Netlron XMR, Brocade
Netlron CES, and Brocade
Netlron CER devices, the
constant value for this object
is O.

pimNeighborTable (PIM neighbor table)

Use the show ip pim neighbor command to display information about the PIM neighbor table.

The SET request is not supported for this table.

NOTE

The following MIB objects are supported on the Brocade Fastlron devices.
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Object Object identifier Supported?
pimNeighborAddress 1.3.6.1.3.611.1.3.11 Yes
pimNeighborlflndex 1.3.6.1.3.6111.3.1.2 Yes, but read-only.
pimNeighborUpTime 1.3.613.61113.13 Yes, but read-only.

pimNeighborExpiryTime | 13.6.13.6111.3.14

Yes, but read-only.

pimNeighborMode 136136111315

Yes, but read-only.

pimlpMRouteTable (PIM IP multicast route table)

The show ip pim mcache command displays information about the PIM IP multicast route table.

Object Object identifier Supported?
ipMRouteGroup 1.3.6.121.8311211 Yes, but read-only.
ipMRouteSource 1.3.6.1218311212 Yes, but read-only.

ipMRouteSourceMask 1.3.6.1.21.8311213

Yes, but read-only.

pimlpMRouteUpstreamAssertT | 1.3.6.1.3.61.1.1.4.11
imer

Yes, but read-only.

pimlpMRouteAssertMetric 13.6.1.3.61114.12

Yes, but read-only.

pimlpMRouteAssertMetricPref | 1.3.6.1.3.61.11.4.1.3

Yes, but read-only.

pimlpMRouteAssertRPTBIt 13.613.61114.14

No.

NOTE: This object is not supported on the Brocade
ML Xe, Brocade MLXe series, Brocade
Netlron XMR, Brocade Netlron CES, and
Brocade Netlron CER devices.

pimlpMRouteFlags 1.3.6.13.61114.15

No.

NOTE: This object is not supported on the Brocade
ML Xe, Brocade MLXe series, Brocade
Netlron XMR, Brocade Netlron CES, and
Brocade Netlron CER devices.

pimlpMRouteNextHopTable

(PIM IP multicast route next hop table)

The show ip pim mcache sg command displays information about the PIM IP multicast route next hop table.

NOTE

The following MIB objects are not supported on the Brocade Fastlron devices.

Object Object identifier Supported?
ipMRouteNextHopGroup 1.3.6.1.2.1.83.11.3.11 Yes
ipMRouteNextHopSource 13.6.12183113.12 Yes
ipMRouteNextHopSourceM | 1.3.6.1.21.83.11.3.1.3 Yes
ask
ipMRouteNextHoplflndex 1361218311314 Yes
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Object

Object identifier

Supported?

ipMRouteNextHopAddress

13.6.1.2.1.83.11.315

Yes

pimlpMRouteNextHopPrune

136136111712

Yes, but read-only.

Reason

pimRpTable (PIM RP table)

NOTE

On the Brocade MLXe series, Brocade MLXe, Brocade Netlron XMR, Brocade Netlron CES, and Brocade Netlron CER devices,
this table has been replaced by ‘pimRpSetTable (PIM RP set table)”

Object Object identifier Supported?

pimRPGroupAddress 13.6.1.3.61.11.5.11 Yes, but read-only and only active groups.
pimRPAddress 1.3.6.1.3.61115.1.2 Yes, but read-only.

pimRPState 1.3.6.1.3.6111513 Yes, but read-only and value is always up(1).
pimRPStateTimer 13.6136111514 No.

pimRPLastChange 1.3.6.1.3.6111.5.15 No.

pimRPRowStatus 1.3.6.1.3.6111.5.1.6 Yes, but read-only.

pimRpSetTable (PIM RP set table)

Use the show ip pim rp-set command to display information about the PIM RP set table.

NOTE

The following MIB objects are supported on the Brocade Fastlron devices.

Object Object identifier Supported?
pimRpSetGroupAddress | 1.3.6.1.3.61.11.6.11 Yes

pimRpSetGroupMask 1.3.6.1.3.61116.1.2 Yes

pimRpSetAddress 13.6.13.6111.6.13 Yes

pimRpSetHoldTime 136136111614 Yes, but read-only.
pimRpSetExpiryTime 13.6.1.3.6111.6.15 Yes, but read-only.
pimRpSetComponent 13.613.61116.1.6 Yes, but only one PIM domain is

supported.

pimCandidateRPTable (PIM candidate-RP table)

The show ip pim bsr command displays information about the PIM candidate-RP table.

Object Object identifier Supported?
pimCandidateRPGroupAddress 1.3.6.1.3.61111.11 Yes
pimCandidateRPGroupMask 13.613.6111M1.2 Yes.
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Object Object identifier Supported?
pimCandidateRPAddress 1.3.6.1.3.6111111.3 Yes
pimCandidateRPRowStatus 1.3.613.6111114 Yes. Returns “active”.

pimComponentTable (PIM component table)

This table contain objects specific to PIM domain and has only one row for each domain to which the router is connected.

Use the ip pim border CLI command at the interface level to stop the flooding of the bootstrap messages.

The show ip pim bsr command displays information about the PIM component table.

Object Object identifier Supported?
pimComponentindex 1.3.6.1.3.611.112.11 Yes
pimComponentBSRAddress 13.6.1.3.611112.12 Yes, but read-only.
pimComponentBSRExpiryTime 1.3.6.1.3.611112.1.3 Yes, but read-only.
pimComponentCRPHoldTime 13.6.1361111214 Yes
pimComponentStatus 1.3.6.13.6111121.5 Yes. Returns “active”.

RFC 3176: InMon Corporation’s sFlow: A Method for
Monitoring Traffic in Switched and Routed Networks

RFC 3176 MIBs enable you to configure the sFlow Export feature. Support for this RFC is available on the following devices:

® Brocade MLXe series devices

® Brocade MLXe devices

® Brocade Netlron XMR

® Brocade Netlron CES and Brocade Netlron CER devices
The following groups from RFC 3176 are supported in the devices.

Object Object identifier Description
sFlowAgent 1.3.6.14.1.4300.11 The sFlow agent sampler.
sFlowVersion 1.3.6.1.4.1.4300.1.11 Returns a version string (for example,

"1.2; Brocade Communications
Systems, Inc.”).

sFlowAgentAddressType 1.3.6.14.14300.11.2 Returns value 1 (IPv4).
sFlowAgentAddress 1.3.6.14.14300.1.1.3 Management IP.
sFlowTable 1.3.6.14.14300.1.1.4 sFlow Table.

sFlowDataSource

1.3.6.1.4.1.4300.11.4.11

iflindex of sFlow port.

sFlowOwner

1.3.6.1.4.1.4300.11.4.1.2

Always null. Not supported in the
CLI

sFlowTimeout

1.3.6.1.4.1.4300.11.4.1.3

Always O. Not supported in the CLI.
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Object

Object identifier

Description

sFlowPacketSamplingRate

1.3.6.14.1.4300.114.14

Port sampling rate. Set this value to
O to disable sFlow for a port.

sFlowCounterSamplingInterval

1.3.6.14.1.4300.11.4.1.5

Global counter poll interval.

sFlowMaximumHeaderSize

1.3.6.1.4.1.4300.11.4.1.6

Always 128.

sFlowMaximumDatagramSize

1.3.6.1.4.1.4300.11.4.17

Always 1400.

sFlowCollectorAddressType

1.3.6.14.1.4300.11.4.1.8

Returns unknown(0), ipv4(1), or
ipv6(2)

sFlowCollectorAddress

1.3.6.1.4.1.4300.11.4.19

Address of first collector. For other
collectors, use
snSflowCollectorTable. (Refer to
‘sFlow collector table” on page 344.)

sFlowCollectorPort

1.3.6.1.4.1.4300.11.4.110

Port of first collector. For other
collectors, use
snSflowCollectorTable. (Refer to
‘sFlow collector table” on page 344.)

sFlowDatagramVersion

1.3.6.1.4.1.4300.11.4.11M

Always 4.

RFC 3289: Management Information Base for the

Differentiated Services Architecture
The Brocade MLXe series, Brocade MLXe, Brocade Netlron XMR, Brocade Netlron CES, and Brocade Netlron CER devices support

RFC 3289, Management Information Base for the Differentiated Services Architecture.

diff ServMultiFieldClfrTable

The following table defines the MIB objects that describe a classifier element for matching on various fields of an IP address and

upper-layer protocol header.

NOTE

The following table supports only the SNMP GET and GET-NEXT options.

Object

Object identifier

Access

diffServMultiFieldClfrld

1.3.6.1.2.1.97.1.2.6.11

Incremental ID.

diffServMultiFieldClfrAddrType

13.6.12.197126.12

The type of an IP address
used by the classifier entry.

®  unknown(O)
*  ipv4()
*  ipvB(2)

diffServMultiFieldClfrDstAddr

13.6.1.2.197126.13

Maps to the destination
address.

diffServMultiFieldCIfrDstPrefixLength 1.3.6.12.197126.14

Maps to the destination
address prefix length.

diffServMultiFieldClfrSrcAddr

1.3.6.12197126.15

Maps to the source address.

diffServMultiFieldClIfrSrcPrefixLength

13.612197126.16

Maps to the source address
prefix length.

Unified IP MIB Reference
53-1003638-05

59



RFC 3635: Definitions of Managed Objects for the Ethernet-like interface types

Object Object identifier Access
diffServMultiFieldClfrDscp 1361219712617 Not supported.
diffServMultiFieldCIfrFlowld 13.612197126.18 Not supported.

diffServMultiFieldClfrProtocol

1.3.6.1.2.1.97.1.26.19

Maps to a protocol.

diffServMultiFieldClfrDstL4PortMin

1.3.6.1.2.1.97.1.2.6.110

Maps to the destination port
minimum.

diffServMultiFieldCIfrDstL4PortMax

1361219712611

Maps to the destination port
maximum.

diffServMultiFieldCIfrSrcL4PortMin

1.36.12197126112

Maps to the source port
minimum.

diffServMultiFieldClfrSrcL4PortMax

13.6.1.2.197.1.2.6.113

Maps to the source port
maximum.

diffServMultiFieldClfrStorage

13.612.19712.6.114

Always returns volatile(2).

diffServMultiFieldClfrStatus

1.3.6.1.2.1.97.1.26.115

Always returns active(l).

NOTE

The diffServDataPathTable, diffServClfrTable, diffServClfrElementTable, diffServMeterTable, diffServTBParamTable,
diffServActionTable, diffServDscpMarkActTable, diffServCountActTable, diffServAlgDropTable, diffServRandomDropTable,
diffServQTable, diffServSchedulerTable, diffServMinRateTable, and diffServMaxRateTable are not supported on the Brocade
Netlron XMR, Brocade ML Xe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices.

RFC 3635: Definitions of Managed Objects for the

Ethernet-like interface types

The following groups from RFC 3635 are supported on the Brocade MLXe series, Brocade MLXe, Brocade Netlron XMR, Brocade
Netlron CES, and Brocade Netlron CER devices.

NOTE

RFC 3635 obsoletes RFC 2665.

dot3StatsTable

The following table lists the dot3StatsTable MIB objects.
Object group name Object identifier Supported?
dot3StatsIndex 1.3.6.12110.7.2.11 Yes
dot3StatsAlignmentErrors 13.6.1.2.110.7.212 Yes
dot3StatsFCSErrors 1.3.6.12110.7.2.13 Yes
dot3StatsSingleCollisionFrames 13.6.12110.7.2.14 Yes
dot3StatsMultipleCollisionFrames 13.6.12110.7.2.15 Yes
dot3StatsSQETestErrors 13.612110.7.2.16 Yes
dot3StatsDeferredTransmissions 1.3.6.1.2110.7.2.1.7 Yes
dot3StatsLateCollisions 1.3.6.12110.7.2.18 Yes
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Object group name Object identifier Supported?
dot3StatsExcessiveCollisions 1.3.6.1.2110.7.2.19 Yes
dot3StatsInternalMacTransmitErrors 1.3.6.1.2.110.7.2.110 Yes
dot3StatsCarrierSenseErrors 1.3.6.1.2.110.7.211 Yes
dot3StatsFrameToolLongs 1.3.6.1.2110.7.2.113 Yes
dot3StatsinternalMacReceiveErrors 1.3.6.1.2110.7.2.116 Yes
dot3StatsEtherChipSet 13.6.1.2110.7.2.117 Yes
dot3StatsSymbolErrors 13.6.12110.7.2.118 Yes
dot3StatsDuplexStatus 13.6.1.2.110.7.2.119 Yes
dot3StatsRateControlAbility 1.3.6.1.2110.7.2.1.20 Yes. Always returns false(2).
dot3StatsRateControlStatus 13.6.1.2110.7.2.1.21 Yes. Always returns
Unknown(3).

dot3ControlTable

The following table lists the dot3ControlTable MIB objects.
Object group name Object identifier Supported?
dot3ControlFunctionsSupported 1.3.6.1.2.110.7.9.11 Yes
dot3ControlinUnknownOpcodes 13.6.12110.79.12 Yes
dot3HCControlinUnknownOpcodes | 1.3.6.1.2110.7.9.1.3 Yes. Always returns O (zero).

dot3PauseTable

The following table lists the dot3PauseTable MIB objects.
Object group name Object identifier Supported?
dot3PauseAdminMode 1.3.6.1.2.110.7.10.11 Yes
dot3PauseOperMode 1.3.6.12110.710.1.2 Yes
dot3InPauseFrames 13.6.1.2.110.710.1.3 Yes
dot30utPauseFrames 1.3.6.1.2.110.710.14 Yes

dot3HCInPauseFrames

1.3.6.1.2.110.710.1.5

Yes. Always returns O (zero).

dot3HCOutPauseFrames 1.3.6.1.2110.7.10.1.6 Yes. Always returns O (zero).
dot3HCStatsTable
The following table lists the dot3HCStatsTable MIB objects.
Object group name Object identifier Supported?
dot3HCStatsAlignmentErrors 1.3.6.1.2110.7111 Yes
dot3HCStatsFCSErrors 1.3.612110.711.2 Yes
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RFC 3418: Management Information Base (MIB) for the SNMP

Object group name

Object identifier

Supported?

dot3HCStatsInternalMacTransmitErrors 1.3.6.1.2110.711.3

Yes. Always returns O (zero).

dot3HCStatsFrameTooLongs

1.3.6121107114

Yes

dot3HCStatsInternalMacReceiveErrors 1.3.6.1.2110.7.11.1.5

Yes. Always returns O (zero).

dot3HCStatsSymbolErrors

1.3.6.1.2110.7.111.6

Yes. Always returns O (zero).

RFC 3418: Management Information Base (MIB) for the SNMP

RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol (SNMP) is supported on the Brocade
MLXe series, Brocade MLXe, Brocade Netlron XMR, Brocade Netlron CES, Brocade Netlron CER, and Brocade Fastlron series devices.

Object group name Object identifier Supported?
sysDescr 1.3.6.1.2.111 Yes
sysObjectiD 13612112 Yes
sysUpTime 13612113 Yes
sysContact 13612114 Yes
sysName 13612115 Yes
sysLocation 13612116 Yes
sysServices 13612117 Yes
sysORLastChange 13.6.1.2.11.8 Yes
sysORTable 1.3.6.1.2.119 Yes
sysORIndex 13.6.1.2.119.11 Yes
sysORID 13.6.12119.12 Yes
sysORDescr 1.3.6.12119.13 Yes
sysORUpTime 1361211914 Yes

RFC 3813: Multiprotocol Label Switching (MPLS)
Label Switching Router (LSR) Management

Information Base (MIB)

The Brocade ML Xe series, Brocade MLXe, Brocade Netlron XMR, Brocade Netlron CES, and Brocade Netlron CER devices support
RFC 3813, Multiprotocol Label Switching (MPLS) Label Switching Router (LSR).

NOTE

Only the SNMP GET and GET-NEXT are supported. The SNMP SET is not supported for all the LSR MIB objects, except the
mplsXCNotificationsEnable object.

MPLS interface table objects

The following table lists the MPLS interface table objects.
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Object Object identifier Supported?
mplsinterfacelndex 1.3.6.1.2.110.166.2.11.11 Yes
mplsinterfaceLabelMinin 1.3.6.1.2110.166.2.1.1.1.2 No
mplsinterfaceLabelMaxIn 1.3.6.1.2110.166.2.1.1.1.3 No
mplsinterfaceLabelMinOut 1.3.6.1.2.110.166.2.11.1.4 No
mplsinterfaceLabelMaxOut 1.3.6.1.2.110.166.2.11.15 No
mplsinterfaceTotalBandwidth 1.3.6.1.2110.166.2.1.1.1.6 Yes
mplsinterfaceAvailableBandwidth 1.3.6.12.110.166.2.111.7 Yes
mplsinterfaceLabelParticipationType | 1.3.6.1.2.110.166.2.11.1.8 Yes
MPLS in-segment table objects
The following table lists the MPLS in-segment table objects.
Object Object identifier Supported?
mplsinSegmentindex 1.3.6.1.2.110.166.2.14.1.1 No
mplsinSegmentinterface 1.3.6.1.2.110.166.2.14.1.2 No
mplsinSegmentLabel 1.3.6.1.2.110.166.214.1.3 Yes
mplsinSegmentLabelPtr 13.6.12110.166.2.14.14 Yes
mplsinSegmentNPop 1.3.6.1.2.110.166.214.15 Yes
mplsinSegmentAddrFamily 1.3.6.12.110.166.21.4.1.6 Yes
mplsinSegmentXCIndex 13.6.1.2110.166.214.1.7 Yes
mplsinSegmentOwner 1.3.6.1.2.110.166.214.1.8 Yes
mplsinSegmentTrafficParamPtr 1.3.6.1.2.110.166.2.14.1.9 Yes
mplsinSegmentRowStatus 1.3.6.12.110.166.2.14.1.10 Yes
mplsinSegmentStorageType 1.3.6.1.2.110.166.2.1.4.1.11 Yes

MPLS in-segment performance table objects

The following table lists the MPLS in-segment performance table objects.

Object Object identifier Supported?
mplsinSegmentPerfOctets 1.3.6.12.110.166.215.11 No
mplsinSegmentPerfPackets 1.3.6.1.2.110166.215.1.2 Yes
mplsinSegmentPerfErrors 1.3.6.1.2.110.166.2151.3 No
mplsinSegmentPerfDiscards 1.3.6.1.2.110.166.21514 No
mplsinSegmentPerfHCOctets 1.3.6.12.110.166.215.15 No
mplsinSegmentPerfDiscontinuityTime | 1.3.6.1.2.110.166.2.1.5.1.6 No
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RFC 3813: Multiprotocol Label Switching (MPLS) Label Switching Router (LSR) Management Information Base (MIB)

MPLS out-segment table objects

The following table lists the MPLS out-segment table objects.

Object Object identifier Supported?
mplsOutSegmentindex 1.3.6.12.110.166.2.1.7.11 No
mplsOutSegmentinterface 1.3.6.1.2.110.166.2.1.7.1.2 No
mplsOutSegmentPushTopLabel 1.3.6.1.2.110.166.21.71.3 Yes
mplsOutSegmentTopLabel 1.3.6.12110.166.217.1.4 Yes
mplsOutSegmentTopLabelPtr 1.3.6.1.2110.166.217.15 Yes
mplsOutSegmentNextHopAddrType 1.3.6.1.2.110.166.2.1.7.1.6 Yes
mplsOutSegmentNextHopAddr 1.3.6.1.2.110.166.21.7.1.7 Yes
mplsOutSegmentXCIindex 1.3.6.12.110.166.217.1.8 Yes
mplsOutSegmentOwner 13.6.1.2110.166.217.1.9 Yes
mplsOutSegmentTrafficParamPtr 1.3.6.1.2.110.166.2.1.7.110 Yes
mplsOutSegmentRowStatus 1.3.6.1.2.110.166.2.1.7.11 Yes
mplsOutSegmentStorageType 1.3.6.1.2.110.166.21.7.112 Yes
MPLS cross-connect table objects

The following table lists the MPLS cross-connect table objects.
Object Object identifier Supported?
mplsXCindex 1.3.6.1.2.110.166.2.110.11 Yes
mplsXCInSegmentindex 1.3.6.12.110.166.2.110.1.2 Yes
mplsXCOutSegmentindex 1.3.6.12.110.166.2110.1.3 Yes
mplsXCLspld 1.3.6.12.110.166.2110.14 Yes
mplsXCLabelStackIndx 1.3.6.1.2.110.166.2.1.10.1.5 Yes
mplsXCOwner 1.3.6.1.2.110.166.2.110.1.6 Yes
mplsXCRowStatus 1.3.6.1.2.110.166.2.110.1.7 Yes
mplsXCStorageType 1.3.6.12.110.166.2110.1.8 Yes
mplsXCAdminStatus 1.3.6.1.2.110.166.2.1.10.1.9 Yes
mplsXCOperStatus 1.3.6.1.2.110.166.2.110.1.10 Yes

The tables mplsinterfacePerfTable, mplsOutSegmentPerfTable, mplsLabelStackTable, and mplsinSegmentMapTable are not supported.

MPLS label stack scalar object

The following table lists the MPLS label stack scalar objects. The scalar objects mplsinSegmentindexNext, mplsOutSegmentindexNext,
mplsXClndexNext, and mplsLabelStackindexNext are not supported.
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RFC 3815: Definitions of Managed Objects for the Multiprotocol Label Switching (MPLS), Label Distribution Protocol (LDP)

Object

Object identifier

Supported?

mplsMaxLabelStackDepth

1.3.6.1.2.110.166.2.1.11

Yes. Always returns the maximum label stack
depth of 3.

RFC 3815: Definitions of Managed Objects
for the Multiprotocol Label Switching (MPLS),

Label Distribution Protocol (LDP)

The Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices support
RFC 3815, Definitions of Managed Objects for the Multiprotocol Label Switching (MPLS), and Label Distribution Protocol (LDP).

Support for this MIB enables configuration and monitoring of the LDP.

mplsLdpLsr objects
Object Object identifier Supported?
mplsLdpLsrid 1.3.6.1.2.110.166.4.11 Yes

mplsLdpLsrLoopDetectionCapable

1.3.6.1.2.110.166.4.1.2

Returns none(l) or hopCountAndPathVector(5).

mplsLdpEntity objects

Object Object identifier

Supported?

mplsLdpEntityLastChange

1.3.612110.166.4.1.2.1

Always returns O.

mplsLdpEntityIndexNext

1.3.6.1.2.110.166.4.1.2.2

Always returns O.

mplsLdpEntity table

This mplsLdpEntity table contains information about MPLS Label Distribution Protocol Entities which exist on this Label Switching Router
(LSR) or Label Edge Router (LER).

NOTE

The following table currently supports the read-only access.

Object Object identifier Supported?
mplsLdpEntityLdpld 1.3.6.1.2.110.166.4.1.2.3.11 Index
mplsLdpEntitylndex 1.3.612.110.166.41.2.3.1.2 Index
mplsLdpEntityProtocolVersion 1.3.6.12110.166.4.1.2.3.1.3 Yes

mplsLdpEntityAdminStatus

1.3.6.1.2110.166.4.1.2.3.1.4

The administrative status of the
LDP Entity.
The values are:

®  up(l) mapped to enable(1)
®  down(2)ortesting(3) mapped
to disable(2)
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RFC 3815: Definitions of Managed Objects for the Multiprotocol Label Switching (MPLS), Label Distribution Protocol (LDP)

Object

Object identifier

Supported?

mplsLdpEntityOperStatus

1.3.6.1.2110.166.4.1.2.3.1.5

Displays the operational status of
this LDP Entity.
The values are:

®  up(l) mapped to enabled(2)

®  down(2) mapped to
disabled(3)

®  testing(3) mapped to
disabled(3)

®  unknown(4) mapped to
unknown(1)

®  dormant(5) mapped to
disabled(3)

® notpresent(6) mapped to
disabled(3)

mplsLdpEntityTcpPort 1.3.6.1.2.110.166.4.1.2.3.1.6 Yes
mplsLdpEntityUdpDscPort 13.6.12110.166.4.1.2.3.1.7 Yes
mplsLdpEntityMaxPduLength 1.3.6.1.2110.166.4.1.2.3.1.8 Yes
mplsLdpEntityKeepAliveHoldTimer 1.3.6.1.2110.166.4.1.2.3.19 Yes
mplsLdpEntityHelloHoldTimer 1.3.6.1.2110.166.4.1.2.3.110 Yes
mplsLdpEntitylnitSessionThreshold 1.3.6.1.2110.166.4.1.2.3.111 Yes
mplsLdpEntityLabelDistMethod 1.3.6.12110.166.4.1.2.3.112 Yes
mplsLdpEntityLabelRetentionMode 1.3.6.1.2110.166.4.1.2.3.113 Yes
mplsLdpEntityPathVectorLimit 1.3.6.1.2110.166.4.1.2.3.114 Yes
mplsLdpEntityHopCountLimit 1.3.6.1.2.110.166.4.1.2.3.115 Yes

mplsLdpEntityTransportAddrKind

1.3.6.12.110.166.4.1.2.3.116

The IP address of the interface
from which hello messages are
sent is used as the transport
address in the hello message.
Returns interfacel(1).

mplsLdpEntityTargetPeer

1.3.6.1.2110.166.4.1.2.3.1.17

Yes

mplsLdpEntityTargetPeerAddrType

1.3.6.12.110.166.4.1.2.3.118

Displays the type of the
internetwork layer address used
for the Extended Discovery.

Possible types:

®  ipv4(l)

®*  ipve(2)

®  unknown(0)
mplsLdpEntityTargetPeerAddr 1.3.6.1.2110.166.4.1.2.3.119 Yes
mplsLdpEntityLabelType 1.3.6.1.2110.166.4.1.2.31.20 Yes
mplsLdpEntityDiscontinuityTime 1.3.6.1.2110.166.4.12.3.1.21 Yes
mplsLdpEntityStorageType 1.3.6.1.2110.166.4.1.2.3.1.22 Yes
mplsLdpEntityRowStatus 1.3.6.12110.166.4.1.2.3.1.23 Yes
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mplsLdpEntityStats table

The mplsLdpEntityStats table is a read-only table which augments the mplsLdpEntity Table. This table keeps statistical information about

the LDP Entities on the LSR. This table is read-only.

Object Object identifier Supported?
mplsLdpEntityStatsSessionAttempts 13.6.1.2110.166.4.12.4.11 Yes
mplsLdpEntityStatsSessionRejectedNoHelloErrors 1.3.6.1.2110.166.4.1.2.4.1.2 Yes
mplsLdpEntityStatsSessionRejectedAdErrors 1.3.6.1.2110.166.41.2.4.1.3 Yes
mplsLdpEntityStatsSessionRejectedMaxPduErrors 1.3.6.12110166.4.1.2.4.1.4 Yes
mplsLdpEntityStatsSessionRejectedLRErrors 1.3.6.1.2110.166.41.2.4.1.5 Yes
mplsLdpEntityStatsBadLdpldentifierErrors 1.3.6.1.2.110.166.4.1.2.4.1.6 Yes
mplsLdpEntityStatsBadPduLengthErrors 13.6.1.2.110.166.4.1.2.4.1.7 Yes
mplsLdpEntityStatsBadMessagelLengthErrors 1.3.6.1.2110.166.4.1.2.4.1.8 Yes
mplsLdpEntityStatsBadTIvLengthErrors 1.3.6.1.2110.166.4.1.2.4.1.9 Yes
mplsLdpEntityStatsMalformedTIvValueErrors 1.3.6.1.2110.166.4.1.2.4.110 Yes
mplsLdpEntityStatsKeepAliveTimerExpErrors 1.3.6.1.2110.166.4.1.2.4.111 Yes
mplsLdpEntityStatsShutdownReceivedNotifications 1.3.6.12110.166.4.1.2.4.112 Yes
mplsLdpEntityStatsShutdownSentNotifications 1.3.6.1.2110.166.4.12.4.113 Yes

mplsLdpSession objects

Object Object identifier Supported?
mplsLdpPeerLastChange 1.3.6.1.2.110.166.4.1.3.1 Unsupported, Always returns O.
mplsLdpLspFecLastChange 13.6.12110166.4.1.32 Yes

mplsLdpPeer table

The mplsLdpPeer table has information about LDP peers known by Entities in the mplsLdpEntityTable. The information in this table is
based on information from the Entity-Peer interaction during session initialization but is not appropriate for the mplsLdpSessionTable,

because objects in this table may or may not be used in session establishment.

Object Object identifier Supported?
mplsLdpPeerLdpld 13.6.1.2.110.166.4.1.3.2.1.1 Yes
mplsLdpPeerLabelDistMethod 1.3.6.1.2110.166.4.1.3.2.1.2 Yes
mplsLdpPeerPathVectorLimit 1.3.6.12110.166.41.3.2.1.3 Yes
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Object Object identifier

Supported?

mplsLdpPeerTransportAddrType

1.3.6.1.2.110.166.4.1.3.2.1.4

Displays the type of the Internet
address for the
mplsLdpPeerTransportAddr object.

Possible types:
®* ipv4()
®*  ipve(2)

®  unknown(O)

mplsLdpPeerTransportAddr

1.3.6.1.2.110.166.4.1.3.21.5

Yes

mplsLdpSession table

The mplsLdpSession table contains information of sessions between the LDP Entities and LDP Peers. This table augments the
mplsLdpPeerTable. Each row in this table represents a single session. This table is read-only.

Object Object identifier

Supported?

mplsLdpSessionStateLastChange

1.3.6.1.2.110.166.4.1.3.3.11

Unsupported. Returns O.

mplsLdpSessionState 13.6.1.2110.166.4.1.3.3.1.2 Yes
mplsLdpSessionRole 13.6.12110.166.4.13.3.13 Yes
mplsLdpSessionProtocolVersion 1.3.6.1.2.110.166.413.3.14 Yes
mplsLdpSessionKeepAliveHoldTime | 1.3.6.12.110.166.4.1.3.3.1.5 Yes
Rem

mplsLdpSessionKeepAliveTime 1.3.6.1.2110.166.41.3.3.1.6 Yes
mplsLdpSessionMaxPduLength 1.3.6.1.2.110.166.41.3.3.17 Yes
mplsLdpSessionDiscontinuityTime 1.3.6.12110.166.413.3.18 Yes

mplsLdpSessionStats table

A table of statistics between the LDP Entities and LDP Peers. This table is read-only.

Object Object identifier Supported?
mplsLdpSessionStatsUnknownMesType | 1.3.6.1.2.110.166.4.1.3.4.11 Yes
Errors
mplsLdpSessionStatsUnknownTIvErrors | 1.3.6.1.2.110.166.4.1.3.4.1.2 Yes
mplsLdpHelloAdjacency table
A table of hello adjacencies for the sessions. This table is read-only.
Object Object identifier Supported?
mplsLdpHelloAdjacencylndex 1.3.6.1.2110.166.4.1.3.5.1.11 Index
mplsLdpHelloAdjacencyHoldTimeRem | 1.3.6.1.2.110.166.41.3.5.11.2 Yes
mplsLdpHelloAdjacencyHoldTime 13.6.12110166.4.1.3.511.3 Yes
mplsLdpHelloAdjacencyType 1.3.6.1.2110.166.4.1.3.5.114 Yes
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mplsFec objects
A table of MPLS Forwarding Equivalence Class (FEC) objects.

Object Object identifier Supported?

mplsFecLastChange 1.3.6.1.2.110.166.41.3.8.1 Same data as
mplsLdpLspFeclLastChange.

mplsFeclndexNext 1.3.6.1.2.110.166.41.3.8.2 Unsupported. Always returns O.

mplsFec table

The mplsFec table represents the FEC information associated with an LSP.

NOTE
This table currently supports read-only access.

Object Object identifier Supported?

mplsFecindex 1.3.6.1.2.110.166.4.1.3.8.3.11 Index

mplsFecType 1.3.6.12110.166.41.3.8.3.12 Yes

mplsFecAddrPrefixLength 1.3.6.1.2110.166.4.1.3.8.31.3 Yes

mplsFecAddrType 1.3.6.1.2110.166.4.1.3.8.3.1.4 Displays the value of this object

and the type of the
Internet address.

Possible values:

®*  ipv4(l)

®*  ipve(2)

®  unknown(0)
mplsFecAddr 13.6.12110.166.413.8.3.15 Yes
mplsFecStorageType 1.3.6.1.2110.166.4.1.3.8.3.1.6 Yes
mplsFecRowStatus 1.3.6.1.2110.166.4.1.3.8.3.1.7 Yes

mplsLdpSessionPeerAddr table

The mplsLdpSessionPeerAddr table extends the mplsLdpSessionTable. This table is used to store Label Address information from Label
Address Messages received by this LSR from Peers. This table is read-only and should be updated when Label Withdraw Address
Messages are received (for example, rows should be deleted as appropriate).

NOTE
As more than one address may be contained in a Label Address Message, this table sparse augments the

mplsLdpSessionTable's information.
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RFC 4022: Management Information Base for the Transmission Control Protocol (TCP)

Object Object identifier Supported?
mplsLdpSessionPeerAddrindex 1.3.6.1.2110.166.4.1.3.11.11 Index
mplsLdpSessionPeerNextHopAddrType 1.3.6.1.2110.166.4.1.3.11.1.2 Displays the internetwork layer

address type of this Next Hop
Address as specified in the Label
Address Message associated with
this Session.

Possible values:

*  ipva()
*  ipve(2)
®  unknown(0)

mplsLdpSessionPeerNextHopAddr 1.3.6.1.2110.166.4.1.3.11.1.3 Yes

RFC 4022: Management Information Base for the

Transmission Control Protocol (TCP)

The Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices support
RFC 4022, Management Information Base for Transmission Control Protocol (TCP). All objects have read-only access, except for the
tcpConnectionState object in the tcpConnectionTable. The tcpConnectionState object has read-write access.

RFC 4087: IP Tunnel MIB

The following tables in RFC 4087 are supported on the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron
CES, Brocade Netlron CER, and Brocade Fastlron devices.

tunnellfTable

The tunnellfTable contains information on configured tunnels.

NOTE
The tunnellfTable is not supported on the Brocade Fastiron devices.

Object names Description

tunnellfLocalAddress Not supported as it is deprecated.

tunnellfRemoteAddress Not supported as it is deprecated.

tunnellfEncapsMethod Read-only. Only 6to4 and GRE tunnel types are supported. This is

the encapsulation method used by the tunnel.

tunnellfHopLimit Read-only. This is the IPv4 time-to-live (TTL) or IPv6 Hop Limit to
use in the outer IP header. A value of O indicates that the value is
copied from the payload’s header.

tunnellfSecurity Read-only. Returns ipsec(2) value for IPSec tunnels otherwise
none(1).

tunnellfTOS Read-only.

tunnellfFlowLabel Read-only. Always returns -1 which indicates a wildcard as

suggested by RFC 3595.
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Object names Description
tunnellfAddressType Read-only.
tunnellfLocallnetAddress Read-only.
tunnellfRemotelnetAddress Read-only.

tunnellfEncapsLimit

Read-only. This is the maximum number of additional
encapsulations permitted for packets undergoing encapsulation at
this node. A value of -1indicates that no limit is present, except as a
result of the packet size.

tunnellnetConfigTable

The tunnelinetConfigTable can be used to map a set of tunnel endpoints to the associated ifindex value. Every row in the tunnellfTable
with a fixed destination address should have a corresponding row in the tunnellnetConfigTable.

Object names

Description

tunnellnetConfigAddressType

Read-only. Index value.

tunnellnetConfiglLocalAddress

Read-only. Index value.

tunnellnetConfigRemoteAddress

Read-only. Index value.

tunnellnetConfigEncapsMethod

Read-only. Index value. This is the encapsulation method used by
the tunnel. Only 6to4 and GRE tunnel types are supported.

tunnellnetConfigID

Read-only. Index value. Always 1in 6 to 4 tunnel type.

tunnellnetConfiglfindex

Read-only.

tunnellnetConfigStatus

Read-only. Always returns active(l).

tunnellnetConfigStorageType

Read-only. Always returns nonVolatile(3).

ifTable support

Support for the tunnellfTable and tunnellnetConfigTable affects the ifTable (RFC 1213).

Object names

Description

ifindex Read-only. Index value.
ifDescr Read-only.
ifType Read-only.
ifMtu Read-only.
ifSpeed Read-only.
ifPhysAddress Not supported.
ifAdminStatus Read-only.
ifOperStatus Read-only.
ifLastChange Read-only. Always returns O.
ifSpecific Read-only.

This is a deprecated MIB object.
ifinOctets Not supported.
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RFC 4087: 1P Tunnel MIB

Object names

Description

ifinUcastPkts Read-only. Reports total received packet count from tunnel.

ifinNUcastPkts Not supported. Returns O. This is a deprecated MIB object.

ifinDiscards Not supported.

ifinErrors Not supported.

iflnUnknownProtos Not supported.

ifOutOctets Read-only.

ifOutUcastPkts Read-only. Reports total transmitted packet count to tunnel and total received packet
count from tunnel.

ifOutNUcastPkts Not supported. Returns O. This is a deprecated MIB object.

ifOutDiscards Not supported.

ifOutErrors Not supported.

ifOutQLen Read-only.

ifXTable

Support for the tunnellfTable and tunnelinetConfigTable also affects ifXTable (RFC 2233).

Object names Description

ifName Read-only.
ifinMulticastPkts Read-only. Returns O.
ifinBroadcastPkts Not supported. Returns O.
ifOutMulticastPkts Read-only. Returns O.
ifOutBroadcastPkts Not supported. Returns O.

ifHCInOctets

Read-only. Returns O.

ifHCInUcastPkts

Read-only. Reports total received packet count from tunnel.

ifHCInBroadcastPkts

Not supported. Returns O.

ifHCOutOctets Read-only. Returns O.

ifHCOutUcastPkts Read-only. Reports total received packet count from tunnel.
ifHCOutMulticastPkts Not supported. Returns O.

ifHCOutBroadcastPkts Not supported. Returns O.

ifLinkUpDownTrapEnable Read-only. Always returns disabled(2).

ifHighSpeed Read-only.

ifPromiscuousMode

Read-only. Always returns true(l).

ifConnectorPresent Read-only. Always returns false(2).
ifAlias Read-only.
ifCounterDiscontinuityTime Read-only.
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RFC 4113: Management Information Base for the User Datagram Protocol (UDP)

RFC 4113: Management Information Base for the
User Datagram Protocol (UDP)

RFC 4113, Management Information Base for the User Datagram Protocol (UDP) is supported on the Brocade Netlron XMR, Brocade
MLXe series, Brocade MLXe, Brocade Netlron CES, and Brocade Netlron CER devices.

All objects have read-only access.

RFC 4133: Entity MIB (Version 3)

RFC 4133, Entity MIB (Version 3) is supported on the Brocade Netlron XMR, Brocade MLXe series, Brocade MLXe, Brocade Netlron
CES, and Brocade Netlron CER devices.

Object group name Object identifier Supported?

entPhysicalTable 1.3.6.1.2.1.47.1.11 Yes
entPhysicallndex 13.6.1214711111 Yes
entPhysicalDescr 13.61214711112 Yes
entPhysicalVendorType 1.3.612147.1111.3 Yes.

NOTE: This object is defined for assigning
vendor type OIDs (For example,
bredlp.1171.3.2.2 and bredlp.117.1.5.2)
to various physical entities like chassis,
power supply, Fan, MP, SFM, and
various types of LP modules.

entPhysicalContainedIn 13.61214711114 Yes
entPhysicalClass 1.3.6.1214711115 Yes
entPhysicalParentRelPos 1.3.6.12147.1111.6 Yes
entPhysicalName 13.61214711117 Yes
entPhysicalHardwareRev 13.6.121471111.8 Yes.

NOTE: The information is available only for
MP, SFM, and LP modules.

entPhysicalFirmwareRev 1.3.6.12147.11119 Yes.

NOTE: The information is available only for
MP, SFM, and LP modules.

entPhysicalSoftwareRev

1.3.6.1.2.1.47.111110

Yes.

NOTE: The information is available only for
MP, SFM, and LP modules.

entPhysicalSerialNum 1.3.6.1.2.1471110 Yes. Read-only.
entPhysicalMfgName 13.6.12.147.111112 Yes
entPhysicalModelName 1.3.6.12147.111113 Yes

entPhysicalAlias

1.3.6.1.2.1.47.111104

Yes. Read-only.

entPhysicalAsset|D

1.3.6.1.2.1.47.111115

Yes. Read-only.

entPhysicallsFRU

1.3.6.12.147.1111106

Yes

entPhysicalMfgDate

13.6.1.2.147111117

Yes

entPhysicalUris

1.3.6.1.2.1.47.111118

Yes. Read-only.
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RFC 4273: Definitions of Managed Objects for BGP-4

Object group name Object identifier Supported?
entPhysicalContainsTable 13612147133 Yes
entLastChangeTime 13.6.1.2.147.14.1 Yes
entConfigChange 13.6.1.2.147.2.0. Yes

NOTE: This notification is generated when the
value of entlLastChangeTime is
changed.

RFC 4273: Definitions of Managed Objects for BGP-4

NOTE

The definitions of managed objects for BGP-4 (OID 1.3.6.1.2.115.3) is used instead of RFC 1567, Definitions of Managed Objects
for the Fourth Version of the Border Gateway Protocol (BGP-4) using SMIv2. RFC 1657 has been obsoleted in RFC 4273

Object group name Object identifier Notes

bgpVersion 1.3.6.1.2.1151 The vector of the supported BGP version
numbers.

bgpLocalAS 1.3.6.12115.2 The local autonomous system number.
The Brocade MLXe and Netlron devices
return "AS_TRANS (23456)" if the number
is greater than 16 bits.

bgpPeerTable 13.6.1.2.1153 The bgpPeerRemoteAs object is the
remote autonomous system number
received in the BGP OPEN message.
The Brocade MLXe and Netlron devices
return “AS_TRANS (23456)" for this
object if the number is greater than 16 bits.

bgpPeerEntry 1.3.6.1.2115.31 -

bgpPeerldentifier 13612115311 -

bgpPeerState 13.6.12115.312 -

bgpPeerAdminStatus 13.6.12115.3.13 -

bgpPeerNegotiatedVersion 1.3.6.12115.3.14 -

bgpPeerLocalAddr 13.6.121153.15 -

bgpPeerLocalPort 13.6.12115.3.16 -

bgpPeerRemoteAddr 13.6.12115.317 -

bgpPeerRemotePort 13.6.12115.3.18 -

bgpPeerRemoteAs 13.6.121153.19 -

bgpPeerinUpdates 1.3.6.1.2.115.3.110 -

bgpPeerOutUpdates 1.3.6.1.2115.3.11 -

bgpPeerInTotalMessages 1.3.6.12115.3.112 -

bgpPeerOutTotalMessages 13.6.1.2115.3.113 -

bgpPeerLastError 1.3.6.1.2115.3114 -

bgpPeerFsmEstablishedTransitions 1.3.6.1.2115.3115 -
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Object group name Object identifier Notes
bgpPeerFsmEstablishedTime 13.6.1.2115.3.116 -
bgpPeerConnectRetrylnterval 13.6.12115.3.117 -
bgpPeerHoldTime 1.3.6.1.2115.3.118 -
bgpPeerKeepAlive 13.6.1.2115.3.119 -
bgpPeerHoldTimeConfigured 136121153120 -
bgpPeerKeepAliveConfigured 13.6.12115.3.1.21 -
bgpPeerMinASOriginationinterval 1.3.6.12115.3.1.22 -
bgpPeerMinRouteAdvertisementinterval 1.3.6.12115.3.123 -
bgpPeerinUpdateElapsedTime 1.3.6.1.2115.3.1.24 -
bgp4PathAttrTable 1.36.12115.6 -
bgp4PathAttrEntry 1.3.6.12.115.6.1 -
bgp4PathAttrPeer 1.3.6.1.2115.6.11 -
bgp4PathAttripAddrPrefixLen 13.6.121156.12 -
bgp4PathAttrlpAddrPrefix 13612115613 -
bgp4PathAttrOrigin 13612115614 -
bgp4PathAttrASPathSegment 136.12115.6.15 -
bgp4PathAttrNextHop 13.6.12.115.6.16 -
bgp4PathAttrMultiExitDisc 13.6.121156.17 -
bgp4PathAttrLocalPref 13.6.121156.1.8 -
bgp4PathAttrAtomicAggregate 13.6.12115.6.19 -
bgp4PathAttrAggregatorAS 1.3.6.1.2.115.6.110 -
bgp4PathAttrAggregatorAddr 13.6.12115.6.11M -
bgp4PathAttrCalcLocalPref 13.6.121156.112 -
bgp4PathAttrBest 13.6.121156.113 -
bgp4PathAttrUnknown 13.6.1.2.115.6.114 -
bgp4PathAttrTable 1.3.6.121156 This table is supported on the Brocade

MLXe and Netlron devices.
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draft-ietf-idr-bgp4-mibv2-12 MIB

Object group name

Object identifier Notes

bgp4PathAttrASPathSegment

13.6.12.115.6.15

This object is the sequence of AS path
segments. Each AS path segment is
represented by a triplet of type, length, and
value.

The Brocade Netlron XMR, Brocade MLXe
series, Brocade MLXe, Brocade Netlron
CES, and Brocade Netlron CER devices
return "AS_TRANS" if the AS number is
greater than 2 bytes.

bgp4PathAttrAggregatorAS

1.3.6.1.2.1156.110

The AS number of the last BGP4 speaker
that performed route aggregation. A value
of zero (0) indicates the absence of this
attribute.

The Brocade Netlron XMR, Brocade MLXe
series, Brocade MLXe, Brocade Netlron
CES, and Brocade Netlron CER devices
return “AS_TRANS (23456)" for this
object if remote AS is greater than 16 bits.

draft-ietf-idr-bgp4-mibv2-12 MIB

The following section of draft-ietf-idr-bgp4-mibv2-12 defines MIB objects for managing the Border Gateway Protocol, version 4.

BGP4v2 per-peer session management information

The following table displays information about the BGP4v2 per-peer session management information group. Use the show ip bgp
neighbor id command to display the BGP4v2 per-peer session management information.

NOTE

The following table is not supported on the Brocade Netliron CES 2000 series BASE Packages device.

Syntax: InetAddress

Name, OID, and syntax Access Description
bgp4V2PeerTable None The BGP4v2 per-peer table. The table contains one entry
brcdlp.3.511.2 per BGP peer and the information about the connections
with the BGP peers.
bgp4V2Peerlnstance None Specifies the routing instance index. Some of the BGP
brcdlp.3.511.2.11 implementations permit the creation of multiple instances of
. . a BGP routing process. The implementations that do not
Syntax: Unsigned32 support multiple routing instances, return 1 for this object.
The VRF index is used to identify the peer instance. The
VRF index is a zero-based index.
bgp4V2PeerLocalAddrType None Specifies the address family of a local-end peering session.
bredlp.3.511.21.2 The following address types are supported:
Syntax: InetAddressType e ipval)
®  ipve(2)
bgp4V2PeerLocalAddr None Specifies the local IP address of the received BGP
brcdlp.3.5.11.21.3 connection.
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brcdlp.3.511.2.112

Syntax: Integer

Name, OID, and syntax Access Description

bgp4V2PeerRemoteAddrType None Specifies the address family of a remote end peering

brcdlp.3.511.2.14 session.

Syntax: InetAddressType The following address types are supported:

*  ipv4(l)
®*  ipv6(2)

bgp4V2PeerRemoteAddr None Specifies the remote IP address of the received BGP peer.

bredlp.3.5.112.1.5

Syntax: InetAddress

bgp4V2PeerLocalPort Read-only | Indicates the local port for the TCP connection between the

brcdlp.3.511.2.1.6 BGP peers.

Syntax: InetPortNumber

bgp4V2PeerLocalAs Read-only | Indicates a Autonomous System (AS) is the peering session

brcdlp.3.511217 that represents itself to the remote peer.

Syntax: Some implementations of BGP can represent itself as

InetAutonomousSystemNumber multiple autonomous systems.

bgp4V2PeerlLocalldentifier Read-only | Specifies the BGP identifier of the local system for the

brcdlp.3.5.11.2.1.8 peering session. It is required that all the values of

Syntax: BgpdV2ldentifierTC bgp4V2PeerLo§aIIdelntlﬁer and bgp4V2Peerlnstance
objects must be identical.

bgp4V2PeerRemotePort Read-only | Specifies the remote port for the TCP connection between

bredlp.3.511.2.1.9 the BGP peers.

Syntax: InetPortNumber NOTE: The objects bgp4V2PeerlLocalAddr,
bgp4V2PeerlocalPort, bgp4V2PeerRemoteAddr,
and bgp4V2PeerRemotePort provides the
appropriate references to the standard MIB TCP
connection table or to the IPv6 TCP MIB as
referenced in RFC 4022.

bgp4V2PeerRemoteAs Read-only | Specifies the remote AS number received in the BGP OPEN

bredlp.3.5.1.1.2.110 message.

Syntax:

InetAutonomousSystemNumber

bgp4V2PeerRemoteldentifier Read-only | Specifies the BGP identifier of the received remote BGP

brcdlp.3.5.1.1.2.11 peer.

Syntax: Bgp4V2IdentifierTC The entry received must be 0.0.0.0 unless the
bgp4V2PeerState is in the openconfirm(5) or in
established(6) state.

bgp4V2PeerAdminStatus Read-only | Specifies whether the BGP finite state machine (FSM) for

the remote peer is halted or running, the BGP FSM for a
remote peer is halted after processing a stop event.
Likewise, if in the running state after processing a start event.

The bgp4V2PeerState is in the idle state when the FSM is
halted. Although, some extensions such as Graceful Restart
leaves the peer in the idle state with the FSM running.

®  halted(l)

®  running(2)
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Name, OID, and syntax Access Description
bgp4V2PeerState Read-only | Indicates the BGP peer connection states:
brcdlp.3.5.11.2.113 o idlell)
Syntax: Integer ®  connect(2)
®  active(3)
®  opensent(4)
®  openconfirm(5)
®  established(6)
bgp4V2PeerDescription Read-only | Specifies a user-configured description identifying the peer.
bredip.3.5.11.2.114 The object must contain a description that is unique within
¢ e .
Syntax: SnmpAdminString he existing BGP instance for the peer.

BGP4v2 per-peer error management information

The following table contains the BGP4v2 per-peer error management information objects.

NOTE

The following table is not supported on the Brocade Netliron CES 2000 series BASE Packages device.

bredlp.3.5.11.3.1.6
Syntax: Unsigned32

Name, OID, and syntax Access Description
bgp4V2PeerErrorsTable None On a per-peer basis, the table reflects the last protocol-defined
bredlp.3.5.11.3 error encountered and reported on the peer session.
bgp4V2PeerLastErrorCodeReceived | Read-only | Specifies the last error code received from the peer through a
bredlp.3.511.3.11 notification message on the connection. The field is zero(O), if
Syntax: Unsigned32 no erroroccurs.
bgp4V2PeerLastErrorSubCodeRece | Read-only | Specifies the last error subcode received from the peer
ived through a notification message on the connection. The field is
bredlp.3.511.3.1.2 zero(0), if no error occurs.
Syntax: Unsigned32
bgp4V2PeerLastErrorReceivedTime | Read-only | Indicates the time stamp when the last notification is received
brcdlp.3.511.3.1.3 from the peer.
Syntax: TimeStamp
bgp4V2PeerLastErrorReceivedText | Read-only | Specifies the implementation-specific explanation of the error
brcdlp.3.511.3.14 reported.
Syntax: SnmpAdminString
bgp4V2PeerlLastErrorReceivedData | Read-only | Specifies the data of the last error code received by the peer.
bredip.3.511.315 As per RFC 2578, some implementations have limitations
Syntax: Octet String dealing with Octet Strings that are larger than 255. So, the data
) N is truncated.

NOTE: This object is not supported

on Brocade MLXe series,

Brocade MLXe, Brocade

Netlron XMR, Brocade

Netlron CES, and Brocade

Netlron CER devices
bgp4V2PeerlLastErrorCodeSent Read-only | Specifies the last error code sent to the peer through a

notification message on the connection. The field is zero(Q), if
no error occurs.
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Name, OID, and syntax Access Description

bgp4V2PeerLastErrorSubCodeSent | Read-only | Specifies the last error subcode sent to the peer through a
bredlp.3.511.3.1.7 notification message on the connection. The field is zero(O), if

Syntax: Unsigned32 no erreroccurs.

bgp4V2PeerlLastErrorSentTime Read-only | Indicates the time stamp when the last notification is sent to
brcdlp.3.5.11.3.1.8 the peer.

Syntax: TimeStamp

bgp4V2PeerLastErrorSentText Read-only | Specifies the implementation-specific explanation of the error
brcdlp.3.5.11.3.1.9 reported.

Syntax: SnmpAdminString

bgp4V2PeerlLastErrorSentData Read-only | Specifies the data of the last error code sent to the peer.

bredlp.3.5.113110 As per RFC 2578, some implementations have limitations
Syntax: Octet String dealing with Octet Strings that are larger than 255. So, the data

NOTE: This object is not supported s fruncated.
on Brocade ML Xe series,
Brocade MLXe, Brocade
Netiron XMR, Brocade
Netlron CES, and Brocade
Netiron CER devices

BGP4v2 per-peer event times table

The follow